
WhITe PaPer

 2  current events

 2  The Situation

 4  Making the case

 4  Beyond the Technology

 5  capturing a Picture of risk 

 6  The Policy and control Framework

 6  automating compliance

 8  The need for Ongoing Governance

 8  cDW: a regulatory compliance 
Partner that Gets IT

Table of contents

    Financial RegulatoRy compliance:.. 
    an eveR-evolving DemanD..

Capital markets firms turn to continuous monitoring tools to 
better assess risks and assure compliance.

executive Summary
Regulatory burdens consume a significant portion of the 
resources of capital markets firms. The newest securities-
related laws, passed during and after the recent global 
financial crisis, are pushing organizations toward real-time risk 
management and regulatory compliance. 

To keep up with the expanding array of new regulations,  
firms are faced with the challenge of collecting, analyzing, 
storing and retrieving more data than ever before. They need 
real-time monitoring systems that can detect anomalies and 
alert traders, executives and others to what’s happening.  
They also need risk controls that automatically kick in if certain 
events transpire. 

What financial services firms are buying are state-of-the-
art tools that let them manage risk enterprisewide. The idea 
is to collect and analyze trading information in real time and, 
at the same time, provide compliance reporting. In this way, 
top-performing financial organizations instill best practices 
by leveraging processes and technologies that support 
regulatory compliance while facilitating return on investment.
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current events
Early in the spring, headlines blared the news that JP Morgan 
Chase lost $2 billion in just 15 days (bleeding, on average,  
$158 million a day) from miscalculated trades made by the 
bank to hedge other investments. 

Was compliance at issue? It seems likely — at least when it 
comes to the controversial Volcker Rule. 

The trades would likely have been prohibited by the Volcker 
Rule, which in its current draft form limits banks from making 
risky trades with their own funds.

According to reports about the JP Morgan trades, the 
bank miscalculated the trades (which were complicated 
derivatives-based investments), and its risk management 
systems failed to accurately identify the mistakes until it was 
too late.

Instead of relying on audits that reflect a company’s risk and 
compliance posture at a given point in time, capital markets 
firms have begun deploying real-time surveillance systems 
that can give them up-to-the-second views of their exposure 
to the markets. 

As recently as 2010, only 5 percent of U.S. capital markets 
firms surveyed at the SIFMA Financial Services Technology 
Expo in New York City said they used real-time market 
surveillance and monitoring tools, despite the increasing 
popularity of high-frequency trading. 

Nonetheless, 83 percent agreed that increased transparency 
was needed to effectively deal with market abuse and market 
crashes. The survey involved more than 125 respondents, both 
buyers and sellers. 

Investments in risk management systems are on the rise. In 
October 2011, IDC Financial Insights predicted that IT spending 
on risk management would outpace overall IT spending 
by financial services firms by 2015 and would represent 15 
percent of all IT spending in 2012. 

The size of the investment in risk management is huge:  
IDC predicts that worldwide risk management IT spending  
will jump to $75 billion this year, up from $57 billion in 2011.  
The driver? New regulatory and compliance demands, 
mandates to improve corporate governance and financial 
performance, coupled with the need to modernize risk 
management platforms. 

As the JP Morgan incident illustrates, the cost to financial 
services firms that don’t deploy real-time market surveillance 
tools could be great. Consider the Swiss banking giant UBS. 
It announced in September 2011 that it had lost $2.3 billion 
through unauthorized transactions made by a rogue trader. 
The JP Morgan and UBS losses are extreme examples of what 
can happen when a firm operates outside its risk limits. 

Indeed, as the facts of the UBS case were revealed, it became 
evident that the rogue trader was engaged in fraudulent 
activity for three years before the bank noticed a problem. 
This type of situation drives home the point that U.S. capital 
markets firms have a need for intensive risk management 
systems as well as real-time oversight of trading practices.

The Situation
Compliance with a long list of constantly changing regulations 
is a fact of life for capital markets firms. Indeed, the heightened 
level of scrutiny by regulators and the implementation of  
new rules enacted since the global financial crisis make 
financial regulatory compliance an even more difficult —  
and expensive — challenge. 

Increasingly, companies are switching their compliance 
strategy from reactive to proactive. Often, this involves 
deploying cutting-edge technology to tackle the 
administrative burden of compliance, improve workflow and 
speed processing time. New tools offer real-time compliance 
visibility, monitoring and control. 

With their data analysis features, the latest tools can be used 
to anticipate and respond swiftly to regulators’ questions.  
For example, some products feature automated customer  
call recording, retrieval and playback, which are all necessary 
for compliance audit and investigation capabilities. Addition-
ally, retention of customer calls can be set to comply with 
relevant regulations. 

Capital markets firms need to look beyond surviving an audit 
and instead deploy real-time compliance systems to improve 
their efficiency and productivity. Companies can use these 
tools to improve business operations, prevent financial crimes 
and reduce the cost of regulatory compliance. 

IT plays a critical role in assessing risk and in the creation of 
continuous compliance monitoring systems. Today’s software 
lets firms manage risk by providing market data collection, 
along with real-time trading and transactional analysis. 
These software programs provide many features, including 
risk management, monitoring of algorithmic trading, market 
aggregation, pricing and market surveillance. 

Current state-of-the-art trading systems include 
enterprisewide risk analysis, real-time risk monitoring, and 
real-time and historical market data analysis across trading 
products and regions. These systems create a centralized 
repository of risk market data that can quickly provide 
comprehensive analysis and generate reports.

For example, by deploying real-time streaming analytics 
integrated with a risk management system, one firm with 
a multibillion-dollar mortgage portfolio was able to reduce 
errors and automate manual processes while improving the 
quality of data available for strategic decision-making. 
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Keeping compliant: It’s the law
Several high-profile laws and standards now make 

compliance monitoring systems necessary: 

•  Dodd–Frank Wall Street reform and consumer Protection 

act: Signed into law in July 2010, Dodd–Frank brings the 

most significant changes to financial regulation in the 

United States since the regulatory reform that followed the 

Great Depression. Aimed at restoring responsibility and 

accountability to the U.S. financial system, the law affects 

all federal financial regulatory agencies and almost every 

facet of the nation’s financial services industry. 

It requires improved consumer protection; an end to 

government bailouts for large financial firms; creation of  

a council to identify systemic risks; elimination of  

loopholes for risky practices; new rules for rating credit;  

and the ability for regulators to expand their pursuit of 

financial fraud. 

One section, known as the Volcker Rule, named for 

former Federal Reserve Chairman Paul Volcker, prohibits 

commercial banks from engaging in risky proprietary 

trading with taxpayer-backed funds. Some officials 

expect a final draft of the Volcker Rule to be completed by 

September 2012. Although a firm date has not been set for 

completion, it will likely have a significant impact on banks 

because it will prevent them from placing market bets with 

their own money. The Volcker Rule is the most controversial 

aspect of Dodd–Frank, with financial firms calling the rule 

too complex as well as detrimental to the health of the 

financial services industry. 

•  Gramm–leach–Bliley act: Enacted in November 1999,  

this law prompted a significant restructuring of the  

financial services industry. The best-known provision  

of GLBA removed barriers that prevented investment 

banks, commercial banks and insurance companies from 

engaging in one another’s activities. It also established  

new privacy rules that require financial institutions to 

provide consumers with data about their information-

sharing practices. 

Enforced by the Federal Trade Commission, GLBA set a new 

standard for financial services firms to safeguard personal 

information gathered in conjunction with their products  

and services. 

•  health Insurance Portability and accountability act: 

Enacted in August 1996, HIPAA addresses privacy and data 

security as it pertains to the individually identifiable health 

information used in the delivery of medical and related 

products and services. The law’s main goal? To protect health 

insurance coverage for workers when they change or lose 

their jobs. The related Health Information Technology 

for Economic and Clinical Health (HITECH) Act of 2009 

widened the scope of the privacy and security rules under 

HIPAA and required organizations to notify the federal 

government if they suffer a data breach. 

New HIPAA 5010 standards that took effect in March 

2012 require the use of specific technical standards for 

administrative and financial data exchange between 

healthcare providers, health plans and the companies 

that are covered by them for patient care services.  

For capital markets firms, the challenge of HIPAA 

compliance relates to safeguarding employee  

healthcare information. 

•  Payment card Industry Data Security Standard: 

Introduced by the Payment Card Industry Security 

Standards Council in December 2004, this set of security 

best practices specifies technical and operational 

requirements to help organizations that process card 

payments prevent credit card fraud, hacking and 

security vulnerabilities and threats. 

PCI DSS mandates 12 steps that organizations must take 

to safeguard credit card data, such as installing firewalls, 

changing default passwords on network devices, 

encrypting transmission of data across open networks 

and restricting access to data on a need-to-know basis. 

All companies — including capital markets firms — that 

process, transmit or store credit card data must comply 

with PCI DSS. The current version, 2.0, took effect 

January 2011. 

•  Sarbanes–Oxley act: Enacted in July 2002, this law 

was designed to make publicly traded companies more 

accountable by instituting new controls on managing 

and reporting financial data. Congress passed the law, 

enforced by the Securities and Exchange Commission, 

in response to several corporate accounting scandals, 

including the collapse of Enron, Tyco International and 

WorldCom. 

SOX created a new accounting oversight board, new 

rules to protect auditor independence and additional 

penalties for financial fraud. It requires CEOs and 

chief financial officers to certify corporate financial 

statements and mandates that auditors certify the 

adequacy of internal controls, a provision known as 

Section 404(b) that is considered expensive from a 

compliance perspective.

In Dodd–Frank, smaller companies whose market 

capitalization is less than $75 million were exempted 

from Section 404(b). 
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Meanwhile, a global bank invested in a messaging architecture 
to create a consistent risk management approach across 
its various practices and products. These are among the 
many examples of capital markets firms deploying high-
performance, real-time risk management systems to deliver 
timely analytics and improve efficiency. 

Making the case
In September 2011, UBS CEO Oswald Gruebel resigned 
under pressure after it was revealed that a rogue trader was 
responsible for the Swiss bank’s $2.3 billion in losses. The story 
of how UBS failed to discover such a massive fraud, which took 
place over the course of three years, dominated the business 
press, from The Wall Street Journa l to The New York Times  
and Forbes. 

No financial services company wants its CEO or CIO on the 
front page of the newspaper explaining how the company 
failed to detect unauthorized trading. Fear of such an incident 
or of being found to be out of compliance with federal 
regulations motivates many firms to invest in compliance 
monitoring and risk management systems. Often, IT spending 
by financial services rises in the wake of such scandals. Indeed, 
UBS immediately vowed to beef up its risk controls following 
Gruebel’s resignation. 

IT experts have suggested that proper risk monitoring and 
trade limitation tools — along with increased management 
supervision — could have prevented the scandal. Observers 
wondered how risk management systems failed to identify 
the bank’s worsening financial position as the unauthorized 
trading spiraled. 

Among the systems that could have been used to detect rogue 
trading are trader surveillance systems and limit management 
software. The firm also could have implemented continuous 
monitoring of its network activity and applications as well as a 
risk management system to analyze the data. Together, these 
systems can scan for anomalies that would indicate activities 
such as rogue trading. 

By deploying IT security and compliance tools, capital  
markets firms can reduce the damage to their brand, 
reputation and client relationships caused by rogue trading  
and other scandals. Business leaders need to think critically 
about how to deploy monitoring tools that can track user 
behavior and identify suspicious activity. 

To function well, IT compliance systems must be integrated 
into the day-to-day activities of trading supervisors and risk 
control managers, who must be prepared to analyze the data 
from these systems and act upon it. 

Additionally, firms need to view risk and regulatory compliance 
across the enterprise, rather than in siloed systems based on 
product or region. Smaller firms also should deploy systems 

that gather risk data from different parts of the organization to 
give them an enterprisewide view of risk posture. 

A January 2012 survey by the American Banker Executive 
Forum found that only 24 percent of banks with less than $100 
million in assets had enterprise risk management software, but 
that 36 percent planned to deploy it in the next 12 months. 

Beyond the Technology
IT is the lifeblood of financial services firms, touching every 
aspect of their operations and playing an integral part in 
minimizing risk. Indeed, firms now spend more money than 
ever on regulatory compliance and risk management software. 
IDC Financial Insights predicts that financial services firms 
will spend 7 percent more on risk management technology in 
2012 than they did in 2011, investing an estimated $61 billion in 
hardware, software and services this year. 

Database Security: a necessity 
Capital markets firms need secure databases to protect 

against cybercriminals, hackers and employees looking to 

perpetrate fraud. 

An obviously juicy target, financial services rank third 

among industries that suffered the most data breaches, 

according to the 2011 Data Breach Investigations Report, an 

authoritative global study of security breaches published 

annually by Verizon. The majority of incidents involved 

smaller organizations, which hackers find to be “ideal 

targets” for attacks, the report found. More than half of the 

855 incidents studied in the report — 570 in total — involved 

organizations with between 11 and 100 employees. 

Across the board, the most common method of attack in all 

security breaches last year involved hacking into servers or 

aiming malware at a server, the Verizon report noted. That’s 

why database security has become such an important 

component within the overall IT security architecture of 

capital markets firms. 

Right now, U.S. capital markets firms are on a hiring streak 

for database administrators, database architects and 

database developers. The focus of all this hiring activity is 

the need to maintain data security and integrity. 

In a report on database security published in August 2011, 

IDC estimated that only a quarter of data is adequately 

protected. The report recommended a multifaceted 

approach to database security that includes database 

management systems, comprehensive security best 

practices and the use of data leak prevention systems. IDC 

asserts that bringing together database security and DLP 

software is the best way to protect against internal and 

external threats. 
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One reason for the increased spending is that business leaders 
are unhappy with their current risk management solutions. 
An American Banker Executive Forum survey, conducted in 
August 2011, found that only 9 percent of executives at small 
banks with assets of less than $100 million considered their 
risk management technology effective. In contrast, more than 
40 percent of executives from midsize and large banks trusted 
that their risk systems worked. 

When capital markets firms are worried about regulatory 
compliance and risk management, their first response is 
often to purchase new technology. The latest trend is for 
companies to invest in enterprisewide risk management 
software as well as real-time compliance monitoring, alerting 
and reporting systems. Another popular purchase: web-based 
dashboards that provide a simple, comprehensive interface 
for board members and other top executives to visualize and 
understand risk posture.

Successful regulatory compliance efforts must take people, 
processes and technology into account — and in that order. 
Regulatory compliance isn’t just the responsibility of the 
general counsel. The CIO and other senior leaders as well 
should be monitoring information security, vulnerability 
management, access control, incident response and more. 

For example, in the case of UBS’ rogue trading, an internal 
review concluded that the Swiss bank’s risk systems detected 
the unauthorized trades and other suspicious activity, but 
there wasn’t sufficient follow-up.

Clearly, UBS supervisors and managers didn’t understand their 
roles in responding to risk alerts and protecting corporate 
assets. That’s why several senior executives from the bank, 
including the CEO, resigned in the scandal’s aftermath.

Having appropriate workflow and processes are also critical 
to risk management and regulatory compliance. Companies 
need to identify dysfunctional (or nonexistent) processes as 
they deploy new risk management and compliance monitoring 
technology. They also need to constantly improve their 
business processes as they make ongoing investments in 
these technologies. 

capturing a Picture of risk 
Performing a risk assessment is standard procedure for 
any regulatory compliance endeavor. It involves assigning a 
quantitative value to the risks related to certain situations or 
threats. A quantitative assessment requires calculating the 
magnitude of the potential loss and the probability of this  
loss occurring.

Risk assessments are an equally important aspect of auditing, 
where the focus is on internal controls; and of information 
security, where the emphasis can be on project timelines as 
well as the loss of asset values based on a security incident. 

In sum, a risk assessment lets an organization assess the 
likelihood and impact of different risks and set a strategy for 
mitigating exposure to a set of prioritized risks.

The assessment determines which laws, regulations and rules 
apply to a firm and evaluates the firm’s level of compliance. 
Increasingly, regulators expect financial services firms to 
conduct enterprisewide compliance risk assessments that 
involve analyzing all risks across the company and then rating 
them and prioritizing them.

Three important factors play into a risk assessment for 
regulatory compliance: rating inherent risks, evaluating 
controls and rating residual risk. Inherent risks are those that 
exist if a business has no controls or mitigation strategies in 
place in a particular area of compliance. 

Controls are the processes in place that mitigate, address 
or reduce inherent risks. An organization must evaluate 
its controls to ensure that it can prevent a violation from 
occurring. Residual risk is the risk that remains after the 
organization has identified its inherent risks and put controls 
in place. 

Many capital markets firms rely on software to manage their 
enterprisewide risk assessments for regulatory compliance. 
These packages track compliance with all applicable rules, 
set controls to ensure that changes in standards are met, and 
provide continuous monitoring and auditing. These programs 
also can generate reports for executives, board members 
and outside examiners. Using this data, business leaders can 
make sure they are investing appropriate funds to mitigate 
compliance issues that create the biggest risk potential for  
the business. 

An enterprise risk assessment also considers the  
IT infrastructure, albeit holistically. An assessment will 
consider whether the existing hardware, software,  
processes and policies are sufficient to accomplish what 
the organization wants to achieve from an enterprise risk 
management perspective. 

Then, business leaders can consider what changes are 
necessary to systems, processes and personnel to improve 
the organization’s risk posture. The outcome of this 
assessment — which is not just technical in nature — could be 
the purchase of new systems, a process to better secure data 
or enhanced reporting functionality. 

Noncompliance with financial regulations is an expensive 
proposition for capital markets firms. It can damage a 
company’s reputation, invite increased scrutiny from 
regulators, prompt legal action, divert attention from the 
business and, in the end, even adversely affect clients’ 
investments. That’s why many firms bring in outside experts 
to help them perform risk assessments. 

http://www.cdw.com/default.aspx
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The Policy and  
control Framework 
After completing a risk assessment for regulatory compliance, 
capital markets firms should establish a set of policies and 
controls. These need to be increasingly dynamic, as the 
regulatory environment can change rapidly in response to 
current economic conditions. Therefore, taking a proactive —  
rather than a reactive — approach to setting policies and 
controls is essential. 

Experts recommend that companies re-assess compliance 
management goals at least twice a year. This includes 
ensuring that risk management policies are up to date and 
comprehensive, and analyzing how various scenarios might 
affect the business. 

Software can help companies enforce controls by providing 
real-time visibility, alerts and reports about the status of the 
organization’s compliance with appropriate regulations. These 
automated tools help lower the cost of compliance by offering 
an enterprisewide view that integrates data from various 
security control systems as well as automated reporting for 
both internal review and external audits. 

Overall, compliance management systems must be robust 
enough and also flexible enough to deal with the rapidly 
changing regulatory environment faced by financial services 
firms. These systems also need change management 
processes for adjusting policies and controls, as well as the 
ability to communicate and document changes.

The aim is to provide an organization with a governance 
model for handling risk on an ongoing basis. When focusing 
on regulatory compliance, governance means ensuring that 
decision-makers can access accurate, relevant information in 
a timely fashion. 

Additionally, the appropriate controls must exist to ensure 
that senior management’s strategies and instructions can be 
carried out effectively. Without governance, an organization 
will find it difficult to deal with the constantly evolving risk 
exposure common in the financial sector. 

It’s crucial as well that compliance be part of the organization’s 
application development process. Instead of building an 
application first and then worrying about compliance, capital 
markets firms now are integrating compliance into the 
software development and delivery process. This has become 
increasingly necessary so that new applications meet not only 
U.S. financial regulations but intellectual property laws as well. 
The pressure on financial services firms to rapidly develop 
mobile apps, often using a mix of open-source and proprietary 
technology, makes this integration effort particularly 
challenging. 

In an environment where speed-to-market drives decision-
making, software development must be integrated with 
compliance management from the earliest phases of 
requirements development and initial design. Plus, firms will 
need to regularly audit applications to validate their continued 
regulatory compliance as new features are added. 

automating compliance
Technology — along with people and processes — provides 
the foundation for ensuring financial regulatory compliance. 
Today’s applications not only automate many aspects of the 
compliance process but also do so in a way that’s fairly easy 
to manage with minimal overhead. The best packages enable 
business leaders to swiftly and effectively adhere to a rapidly 
changing regulatory environment, providing accountability at 
every step of the process. 

Compliance software automates everything from risk 
assessments to policy management and incident response, all 
with built-in workflow processes and customizable reporting. 
But the basic capabilities must include:

•  Accessing relevant laws and regulations, creating a 
repository that alerts users when rules change and  
that automatically determines gaps and risks related to  
rule changes

•  Preparing for audits by compiling relevant regulations, 
policies, documentation and incidents

•  Managing compliance policies and providing an audit trail for 
changes and approvals

•  Enforcing standards and consistency across an organization

•  Compiling data in a web-friendly dashboard that provides 
views of an organization’s compliance posture on a real-time 
and enterprisewide basis

•  Gathering all data related to incident response  
and remediation

•  Real-time reporting of information related to both risk 
management and regulatory compliance

•  Easing the burden on IT departments by enhancing 
the company’s information security posture, reducing 
vulnerabilities, improving visibility and freeing up resources 
for other IT initiatives

Compliance software provides many benefits, including 
the ability to react quickly to changes in the regulatory 
environment as well as improved management visibility into 
compliance status. 

These packages can help a firm eliminate labor-intensive 
manual processes and streamline internal auditing processes. 
With this type of software, capital markets firms will be 
prepared to respond to investigators or regulators. 
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•  ca Technologies Grc Manager: GRC Manager is an 

enterprise risk and compliance management solution. 

It features a common risk management framework to 

facilitate risk identification, assessment and mitigation 

across an organization. 

CA designed the tool to give managers the insight they need 

to improve risk awareness and response and, therefore, 

improve operational performance. Aimed at highly regulated 

industries such as capital markets, GRC Manager can reduce 

the time and effort involved in risk analysis while increasing 

visibility into an organization’s risk profile. 

The product includes a risk management framework, a library 

of risk types, customizable workflows and a dashboard for 

risk analysis and reporting. 

•  enterasys network access control Solution: Enterasys’ 

NAC tool relies on a standards-based approach to ensure 

that only users with appropriate privileges can gain access 

to the right information — at the right time and from the 

right place. 

It supports multimethod authentication, vulnerability 

assessment and assisted remediation. The system provides 

granular visibility and control over individual users and 

applications. It allows network managers to set policies 

for permitting, denying, prioritizing, rate-limiting, tagging, 

redirecting and auditing network traffic based on user 

identity, time, location and device type.

The Enterasys product includes an inline controller and out-

of-band network appliances. It requires neither deployment 

of switching hardware nor agents on client computers.

•  netIQ PcI compliance Suite: To help capital markets firms 

comply with the Payment Card Industry Data Security 

Standard for safeguarding cardholder information, 

NetIQ offers a suite of products that includes tools for 

compliance, monitoring and IT process automation. The 

suite lets companies rapidly achieve, maintain and measure 

compliance with the 12 requirements of PCI DSS. It provides 

system security, network monitoring, policy management 

and access control.

The compliance suite includes four main modules (NetIQ 

Security Manager, NetIQ Secure Configuration Manager, 

NetIQ Change Guardian for Windows and NetIQ Change 

Guardian for Active Directory) and has three optional 

modules (NetIQ Security Solutions for iSeries, NetIQ VigilEnt 

Policy Center and Third Brigade Deep Security). 

•  netMotion Wireless network access control:  

The security system supports IT managers needing 

solutions that protect their networks without impacting 

the productivity of the mobile field force professionals 

they serve. Supporting the firm’s Mobility XE VPN 

solution, the NAC Module allows devices to connect to 

the enterprise network only after meeting specified  

security policies, and gives administrators greater 

control and flexibility over how and when to administer 

remediation policies.

•  Quest compliance Suite: The solution offers a 

consolidated view of IT compliance status by assessing 

and baselining the environment, establishing an audit and 

alerting process of all events related to the security of 

information, and putting in place automated remediation 

when detecting violations to security procedures. Utilize 

the Quest Compliance Suite of logging, monitoring and 

reporting tools to help meet organizational compliance 

objectives.

•  Symantec control compliance Suite Vulnerability 

Manager: Vulnerability Manager provides end-to-

end discovery and vulnerability assessment for web 

applications, databases, servers and other network 

devices, including industrial control systems. 

A firm can use this tool to map out its extended networks 

to create a single view of all the security threats 

across the IT infrastructure. It uses a scoring system 

to differentiate between real threats and potential 

vulnerabilities so a company can give priority to the most 

significant remediation efforts. 

The system scans operating systems, databases and web 

applications looking for vulnerabilities and identifying 

cumulative risks and attack vectors, enabling a company 

to work proactively to prevent threats to critical systems 

and data. 

Vulnerability Manager is part of a suite of products 

that also includes Symantec Control Compliance Suite 

Standards Manager, for checking technical controls 

and security compliance; and Symantec Control 

Compliance Suite Response Assessment Manager, for 

collecting evidence of procedural controls to comply with 

regulations. The suite features a web-based dashboard for 

visibility into a company’s IT risk and compliance posture.

Quick look: risk assessment and compliance Software
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cDW: a regulatory compliance 
Partner That Gets IT 
CDW understands regulatory compliance, risk management and 
all the related technology. We offer a range of vendor partners, 
IT products and industry expertise to meet every need.

We have a team of account managers dedicated to capital 
markets firms. They work with businesses in this industry  
on a daily basis. 

CDW also offers a cadre of highly trained and certified security 
solution architects and engineers. Most of our projects begin 
with either an assessment or planning and design session. 
Our architects review your needs and perform an evaluation 
of your existing environment to develop a comprehensive 
solution to meet particular project objectives. 

In addition, offering a complete portfolio of products and 
services allows us to work on the entire financial industry 
stack. Our areas of focus include: 

•  Data Storage: Let us work with you to devise a scalable 
solution to meet ever-increasing network demands. 

•  Servers: We’ve formed alliances with strong technology 
brands to help your data center operate at peak performance 
— even while using limited resources. 

•  network Security: Our brand partnerships help create  
the airtight, multilayer network defense you and your  
clients expect. 

•  Telecommunications: Discover how the latest telephony and 
unified communications technologies can greatly improve 
the efficiency and success of your firm. 

The need for Ongoing 
Governance
Compliance is never a one-time event. It’s an ongoing activity 
that provides a firm with the opportunity to run its operations 
in a more stable, predictable manner. 

Instead of performing internal audits and risk assessments 
on a monthly or annual basis, new tools let firms apply a 
continuous monitoring process. This approach has become 
almost a requirement in and of itself because of regulations 
such those mandated by the Sarbanes–Oxley Act, which 
demands that companies demonstrate ongoing compliance in 
the areas of financial reporting and banking practices. 

One key aspect of continuous compliance is the internal 
auditing of systems, which involves examining management 
controls within the IT infrastructure. Among the issues 
studied in these system audits is the effectiveness of security 
controls, processes and oversight. Auditors typically scan 
the infrastructure, examining systems and applications, 
data centers and networks, as well as the IT organizational 
structure and procedures. 

Ideally, firms will conduct internal audits of their systems to 
measure the performance of their compliance controls. Doing 

so will verify that appropriate processes are being followed 
and that related technical controls exist. Such audits also help 
identify weak internal controls. 

Ultimately, compliance must become part of the corporate 
culture if it is to be an integral part of an organization’s day-
to-day activities. Various departments — legal, financial, IT 
and others — will need to communicate regularly about the 
processes that underpin regulatory compliance.

Capital markets firms that succeed in achieving regulatory 
compliance often discover that their efforts translate directly 
into strong financial performance. That’s because compliance 
can lead a company to streamline business processes and 
become more efficient. 

According to a 2011 study by the University of Pennsylvania’s 
Wharton School, a positive relationship exists between an 
organization’s risk management framework and its financial 
performance. The study found that organizations whose 
boards have greater commitment to risk management and 
compliance — and whose executives have direct responsibility 
for risk management — are more successful in creating a 
compliance-oriented culture. The study also showed that the 
stronger a company’s compliance-oriented culture, the better 
its stock performance. 

To learn more about cDW’s regulatory compliance solutions, contact your cDW securities and 
investments account manager, call 888.706.4239 or visit cDW.com/compliance
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http://www.cdw.com/default.aspx
http://www.cdw.com/content/solutions/it-security-solutions.aspx
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