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With the right strategies and technologies in place at launch 
and later in their lifecycle, early-stage companies can position 
themselves for rapid, sustainable growth.

Executive Summary
At the moment a new venture is launched, a startup’s 
founders and the teams they assemble share the mindset 
that everything seems possible. With decisions being made 
around the clock on issues both infinitesimal and momentous, 
everything likely seems a bit overwhelming. 

Time isn’t on the side of the average startup, and the ways that 
founders spend that time and other valuable resources will 
play a large part in whether a sustainable business is created — 
perhaps growing beyond their most optimistic projections —  
or simply sputters, stalls and closes up shop. 

Best practices dictate that new businesses concentrate 
on their core differentiators, but operating in an early-
stage environment also demands continuous review and 
repositioning of everything orbiting that center. This includes 
focusing not only on leadership effectiveness but also on 
talent management, market dynamics, market strategy  
and competition.

tWeet thiS!

http://twitter.com/intent/session?return_to=%2Fintent%2Ftweet%3Ftext%3D%2520Startup%2520technologies%2520white%2520paper%2521%2520http://tinyurl.com/aqdl79t%2520%40CDWNews


Startup technologieS2

Within the mix of success catalysts are the IT infrastructure 
choices that early-stage companies make. The wrong 
combination of technologies, coupled with poor deployment, 
can slow a startup’s ability to execute on a daily basis, not to 
mention executing on its market strategy. 

The good news is that today’s early-stage companies have 
at their disposal unprecedented technology and IT service 
options. The key is to invest decisively in those that let them 
play to their strengths and know which to put on hold until the 
stage at which they need to map a long-term IT strategy. Many 
successful startups have been there — what follows is their 
insightful advice on critical and not-so-critical technology 
decisions and how to time them. 

Old-school Tech Thinking:  
Does It Stand Up? 
Question 1: Do we need our IT on premises?

Any new business starting operations today requires the usual 
complement of IT components: network, hardware, software, 
systems and services. Traditionally, creating the ecosystem 
required to launch meant deploying everything on premises 
and hiring IT staff to manage and support it. 

But building and maintaining an IT infrastructure isn’t easily 
shouldered by the average startup. Early-stage and even 
established small- to medium-size businesses (SMBs) 
struggle to achieve the level of IT functionality that large 
businesses take for granted. Even if a startup has the budget to 
contract with professional service providers to build out their 
infrastructure and integrate new systems and applications, 
they often don’t have the human bandwidth to support it. 

The maturation of the web and growing capabilities of cloud 
computing have created a new level of opportunity for 
startups and SMBs. At the very least, the availability of cloud 
and managed hosting services allows young companies to 
seriously debate the need for on-premises deployment. 

Today, they can turn to service providers to run their software, 
platforms and infrastructure to get them safely off the ground. 
In doing so, they get the flexibility to scale up or down as 
needed and the breathing room to focus precious resources on 
core business differentiators and customers. 

Getting Off the Ground: 
Immediate IT Needs
Question 2: What technologies best position a startup  
for takeoff? 

Decisions will vary depending on the company’s industry, 
products or services, customer type and market dynamics. 
But these aren’t the only factors in play that affect short-term 
technology needs. Startups succeed or fail in large part due 
to human dynamics and the early IT decisions their founders 

make based on their experiences in other companies, their 
takeaways and their personal tolerance for risk. 

Some executives are able to compartmentalize their own risk 
tolerance — whether they’re big risk takers in their personal 
lives or prefer to move slowly in every endeavor — so they 
can objectively assess the IT risk levels their business can 
handle. Others aren’t able to separate their personal risk 
tolerance from their company’s, and they choose technologies 
accordingly. 

The latter risk profile might result in a facility blueprint that 
features servers running in a safe environment, desktop 
computers, notebooks, printers here and there and maybe 
even a fax machine. Ironically, experts increasingly consider 
this type of in-house infrastructure, and the perception of 
control it creates, to be the riskier choice — and far riskier if the 
business is in startup mode.

Neither approach implicitly guarantees success or failure, 
as IT is only one facet of many that will determine success. 
But leaders who emphasize the importance of their core 
differentiators, accept that risk is inevitable and are realistic 
about IT expenditures early will better position their startup 
for the future.

Mind Your Core Business
“When you’re an early-stage company, time is your most 
valuable asset,” says Ben Blair, CTO of MarkITx, a company that 
he and his partners launched in 2012 to create a transparent 
marketplace for secondary IT buyers, sellers and wholesalers. 
“It’s foolish to be too tight with your money — be quick to 
spend it on things that differentiate your business.”

For technology startups, he says, this means investing in 
talented developers, quality desktop platforms, multiple 
monitors and good keyboards — anything that makes 
developers more productive. “Your primary investment 
objective as a tech startup is providing your developers with 
the tools they need to quickly build the products or platforms 
that are your core business,” says Blair, whose company is 
based at 1871, a Chicago tech incubator. 

If companies make the right investments at this point in 
their lifecycle, budgeting a fixed amount of money to make 
developers productive, their development costs don’t 
necessarily need to scale as business needs scale. However, 
their infrastructure costs will have to scale as they attract 
customers, so they shouldn’t make large fixed investments 
in their infrastructure until they better understand their 
customers and the nature of that scale. 

“It’s easy to be penny-wise and pound-foolish when you’re an 
entrepreneur, particularly when it comes to infrastructure,” 
says Erik Severinghaus, founder of SimpleRelevance, a 
software as a service (SaaS) provider of data-driven email 
marketing services that’s also based at 1871. “If you’re 
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spending hours trying to make something work as opposed to 
building your core business, you don’t gain anything.”

A key differentiator for any business is customer data and, by 
extension, the customer relationship management systems 
that store and leverage it. CRM’s promise has evaded scores 
of large, mature companies because the effort needed to 
integrate their CRM applications with their existing systems 
arsenal has proven impossible. These challenges prevent 
businesses from achieving the unified view of customers that 
CRM technology is designed to deliver.

As blank slates, startups have the best opportunity to reach 
this brass ring of customer management. “I believe CRM is 
the first system a startup should deploy — even before an 
accounting system — and build everything else around,” says 
Eric Lannert, vice president of operations and technology 
at i.c.stars, a nonprofit IT staffing services provider. “If they 
don’t, they’ll waste valuable resources down the road trying to 
integrate their CRM system with other key systems.”

By making the CRM system their first priority, startups have 
the chance to achieve a single, unified view of all customer 
types. A mature operation today has as many versions of  
a single customer or business profile as it has systems, 
Lannert says. 

Unfortunately, none are reconciled, thereby hampering sales, 
service and marketing effectiveness. A unified, 360-degree 
view of each customer, business and key contact within that 
business optimizes CRM activities, potentially increasing top-
line revenues and reducing bottom-line expenditures. 

“If you make your CRM system the center of your operation, 
everything else is surprisingly simple,” Lannert continues. 
“CRM systems are all in the cloud, accessible through 
application programming interfaces and other software 
vendors are racing to integrate with them. It’s amazing how 
fast you can deploy a fully integrated system that will scale 
massively and affordably.”

Eat Your Own Dog Food
The technology decisions facing early-stage companies 
can confound even IT professionals forged in the most IT-
savvy companies. Startups with no IT staff and limited funds 
shouldn’t be agonizing over IT core infrastructure decisions.

SimpleRelevance’s IT strategy is built around outsourcing the 
hosting, management and support of technology functions 
that don’t provide value differentiation. “For our core 
infrastructure needs, we try to use cloud-based resources we 
don’t have to manage,” Severinghaus says. Even in instances 
where the company manages dedicated resources, he says, 
it outsources functions such as security, compliance, and 
network and operating systems support.

“In some ways, it’s just classic economic theory 101,” he says. 
“Figure out what you specialize in and procure everything else 
from good outsourcing services providers.”

When Brian Eng and his partner were launching Bluebuzzard, 
an 1871-based provider of multimedia sales presentation 
software for hospitality sales managers, they sought the 
advice of several business experts on the best way to handle 
IT infrastructure needs. Each recommended they concentrate 
resources on product development and outsource all noncore 
IT functions to public-cloud service providers.

“We’ve embraced the idea of putting all our nonessential 
activities in the cloud, letting the companies that are experts  
in providing cloud services do what they do best,” says 
Eng, chief technology officer at Bluebuzzard. The company 
outsourced email, accounting and other business applications 
to SaaS providers. 

This approach makes sense not only from a fiscal and 
operational perspective, but it benefits their reputation as a 
SaaS provider as well. “I think if we said we didn’t want our 
data living somewhere else, customers would question why 
we weren’t eating our own dog food,” Eng says. “We can’t tell 
customers it’s safe to entrust their sales and marketing data to 
us if we’re hoarding our own data.”

This approach eliminates the need for startups to hire IT 
professionals to handle core infrastructure tasks. Putting IT 
specialists on the payroll too early in the startup lifecycle  

IT Governance:  
What You Give, What You Get 
Before a startup commits to any IT spending, its leaders 

should spend some time developing an IT governance 

standard, says Tracy Wilson, vice president of operational 

development at OnSiteRX, a pharmacy services provider 

whose web-based software automates medication delivery 

and remote access processes for nursing homes. 

Young companies typically don’t expend much effort on 

identifying key governance criteria such as IT–business 

alignment, risk mitigation, return on investment 

expectations and budget allocation. Any time saved 

by ignoring governance will ultimately cost a company 

exponentially as its leaders realize their IT investments 

don’t align with their workflow processes and needs,  

Wilson advises.

If a startup is running dedicated IT resources on premises, 

the problem is amplified, as there’s less flexibility than what 

cloud-based computing would provide. 

“You might end up married to an application that you later 

realize doesn’t align with your processes, but you can’t 

abandon it because you’re too heavily invested,” Wilson 

says. The business then reacts by changing its processes to 

fit the software’s constraints and wastes time and money 

trying to reverse-engineer them. So it’s worth investing 

some time upfront to map IT governance objectives,  

Wilson suggests.
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will eat up a significant chunk of the budget allocated to 
workforce spending. More important, Severinghaus says, 
if a provider specializes in, for example, operating system 
provisioning, they’re going to be a lot more effective than 
someone on a small team trying to figure out an OS hiccup.

MarkITx shares this mindset. Blair’s advice: Startups should 
initially put all noncore IT functions in the cloud unless they’re 
prevented from doing so by, for example, the Securities and 
Exchange Commission or other compliance requirements. 

Post-lift-off: What Technologies 
Come Next?
Question 3: What technologies can wait until my business 
has created its core products or services and deployed 
administrative tools?

Because they’re often creatively funded by founding partners 
— borrowing against personal assets, securing multiple small 
investments from friends and family, tapping open credit 
lines — early-stage companies that want to stay alive spend 
every dollar sensibly. They’re intent on getting the necessary 
traction to either succeed on their own or prove to angel 
investors or venture capitalists that they’re worthy of a cash 
infusion. Even if their startup has good venture capital funding 
from the outset, they still have to execute intelligently to 
stabilize, grow and make investments pay off for stakeholders. 

From a technology standpoint, nimble execution hinges not 
only on the choices that startups make so they can launch 
operations, but also on those they make after they’ve built 
some consumer capital or inked some B2B contracts.  
Although they can put a number of technology decisions on 
hold until they scale to a certain point, they should be plotting 
a timeline for what they expect to deploy, as well as when and 
how they’ll do it.

“Anything that speeds up the development cycle should come 
first, and anything that just speeds up operational scaling can 
wait until later,” Blair says.

B2B vs. B2C: Market Demands and Priorities
Such decisions depend to a large extent on whether an 
early-stage company targets the business-to-consumer or 
the business-to-business space. The different sales cycles, 
customer behaviors, and needs and growth trajectories create 
different technology priorities. 

B2C startups tend to have a sales model geared to selling a 
high number of lower-margin products and a business model 
whose ultimate objective is to grow as fast and as large as 
possible. That’s not to say that B2B startups don’t share these 
objectives, but they tend to be less focused on rapid growth 
than on delivering flawlessly on their business contracts, 
adapting core products based on customer input and 
continuously improving their flagship through new features 

Everything as a Service?
The proof of cloud computing’s appeal is in the numbers.  

The total cloud services market, according to Gartner, 

will have reached $109 billion worldwide by the end of 

2012, with SaaS and infrastructure as a service (IaaS) 

representing the most established and mature services. 

Gartner research shows that nearly 80 percent of 

companies take advantage of SaaS, a segment the  

analyst firm predicts will have grown to $14.4 billion  

by the end of last year. 

Meanwhile, IaaS revenues are expected to have reached 

$6.2 billion within this timeframe, while the least mature  

of the three segments, platform as a service (PaaS),  

will stand at $1.2 billion.

The maturation of public-cloud services is a boon to the 

cash-strapped startup. Early-stage businesses get to 

bypass the traditional IT infrastructure challenges that 

drain the resources of many startups and can immediately 

funnel those into more strategic activities. They’re more 

than willing to sacrifice highly customized technologies and 

relinquish some control in exchange for the benefits they 

get from the public cloud, which include:

•  Flexibility to choose the infrastructure, platform and 

software options they require

•  Rapid launch timeframe

•  Reduced capital expenditures that free up cash for 

strategic activities

•  Ability to easily switch providers

•  Scalability

•  Monthly per-seat license fee

•  Regular technology upgrades

•  Access to their IT resources through a web browser

•  Offload of IT management, maintenance, support and 

upgrade chores

As they mature beyond the early stage to become 

established businesses with products on the market and 

in the pipeline and a customer base depending on them, 

startups may choose to switch over to a private-cloud 

infrastructure. Depending on their risk tolerance and 

industry, many organizations are drawn to the higher level  

of control they get with private-cloud computing. 

Options here include hosting technologies on their own 

servers and managing the cloud environment with internal 

resources, or contracting with third-party providers that 

host and manage services on dedicated servers at their 

own offsite location or at the customer site. 
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and functionality. A B2B’s customers typically have a lot more 
riding on the products they’ve purchased — particularly those 
that affect revenues.

Further, B2C startups are more likely to experience a sudden, 
rapid upswing in customer demand. “B2C companies tend  
to live for that 15 minutes of fame, readying to transition 
that one PR burst into something viral that will make them 
a sustained presence on the Internet,” SimpleRelevance’s 
Severinghaus says. “When it happens and the company has 
to suddenly go from serving a hundred users to thousands, it 
better be able to meet that demand.”

Realistically, in today’s hyperconnected consumer 
environment, a B2C startup likely has one shot at this kind 
of opportunity. If its infrastructure doesn’t scale and it can’t 
satisfy these new customers, the chances they’ll return 
and give the business another shot are slim. Exploiting this 
opportunity requires investments in network infrastructure, 
as well as customer interaction channels and transaction 
processing systems.

B2B startups face different but equally important priorities 
in serving customers. These companies are much better 
positioned to model and forecast sales projections because of 
the nature of the B2B sales cycle, so rapid spikes in traffic to 
their sites and real-time demand for their products aren’t the 
challenges they are for B2C companies. 

Their challenges lie more in the CRM realm. Managing 
customer data, ensuring its integrity and protecting it is a 
primary mandate. While a B2B startup’s initial focus centers 
on product development, testing and quality assurance, they 
then concentrate their efforts on IT investments that improve 
security, protect customer privacy and enable them to 
manage their business customer relationships. 

“We make significant investments in these areas of the 
business, because we know any breach involving customer 
data violates the implicit trust between us and our clients,” 
Severinghaus says.

If startups with products on the market haven’t invested in  
a CRM application suite or individual modules by this point, 
they should. To meet marketing, sales and customer service 
needs, full-service CRM suites typically integrate marketing 
and sales force automation, contact center services, self-
service knowledge databases, email, chat, mobile-optimized 
service apps, social engagement, feedback, reporting and 
analytics modules. 

Providers also offer representational state transfer,  
or REST-based, application programming interfaces (APIs) 
for integrating customer data with key back- and front-office 

system data. As they grow, B2C and B2B companies also look 
to technologies that dedupe, cleanse and scrub customer  
data sets.

Whether they’re in B2B or B2C, a startup’s overarching 
priority is developing the kind of products, services and online 
experience that commands attention in the marketplace. While 
the infrastructure that supports these offerings — whether 
it’s a SaaS application, digital publication, online exchange 
or lifestyle product — is equally important in the operational 
scheme, it’s not their calling card. 

The option to entrust their infrastructure to cloud service 
providers (whose own core business is to ensure application, 
network and system uptime and the scalability needed 
to meet a rapid rise in demand) enables young companies 
to focus resources on the work that’s their differentiator. 
Moreover, relying on a cloud-based provider of security, 
disaster recovery, storage and other critical IT services helps 
startups safeguard against a breach that violates the trust so 
integral to attracting and keeping customers.

As a SaaS provider, Bluebuzzard emphasizes the level of 
trust it can provide its customers, who use its products to sell 
large meeting and event packages to their own customers. 
“We have to be focused on how our infrastructure performs, 
because the hospitality sales managers who are pitching to 
their event customers have hundreds of thousands of dollars 
riding on these deals,” Eng says. 

Businesses, he says, should view their cloud service providers 
through the same lens they would any employee. “Treat your 
services partners like you would your employees. Go through 
a rigorous vetting process, as you would with a potential hire, 
and then have absolute trust in them and let them do their 
jobs,” he says.

Most companies entering the market today — even when they 
scale to the point that they require the security and control 
associated with dedicated resources — may never have to 
struggle with the decision to move operations in-house, 
i.c.stars’ Lannert speculates. 

“There’s such a competitive race on the services provider front 
to host and manage every aspect of the IT infrastructure that 
startups launching today may never reach the point where 
they run dedicated resources on premises,” he continues. 
“With the maturity of cloud computing and managed services, 
the only reason companies are doing it now is because they’ve 
always done it that way, or they believe they have to for 
security reasons.” 

There are exceptions in certain industries, but the majority 
of businesses will have a high level of flexibility in their IT 
deployment strategy.
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Setup for Success:  
Key Technologies and Services 
for the Emerging Business
Question 4: What leading-edge technologies or services 
make sense for a startup?

Businesses launching today share many of the same 
challenges earlier-generation startups faced, plus a few 
new ones. Among those that will be difficult to manage is 
heightened expectations on the part of customers of every 
type — expectations for better online experiences, mobile-
optimized websites and applications, instantaneous service, 
and communication with providers via social media. 

The good news: Startups today have access to an unprece-
dented depth and breadth of technology infrastructure 
choices, as well as options in the ways they deploy, access and 
pay for them. What’s more, these options extend to choices in 
the way startups deliver and charge for their own products — 
options that enable them to serve customers anywhere and 
at any time. These include cloud computing, mobility, hosting 
services and remote managed services.

Onward and Upward:  
Cloud Computing
Question 5: Is the cloud right for us?

The emergence of cloud computing and its various 
incarnations has transformed the business landscape. 
Today, virtually every component and function of the IT 
infrastructure (software, servers, networks, storage, 
development and numerous subsets) can operate in a cloud 
computing environment. Cloud-based services can be 
deployed in public, private, hybrid or community models. 

The natural path for startups is to outsource their IT infras-
tructure needs to public-cloud providers, which offer software, 
platform, infrastructure and other IT-related components as a 
service, typically in a multitenant architecture for economies 
and efficiencies of scale. A SaaS provider, for example, runs 
applications specifically designed for multitenancy, allowing 
it to use the same software instance to serve multiple 
customers while providing them isolated access to their 
specific configurations, customizations and data.

Though it faced hefty pushback early on from both IT 
executives and enterprise technology vendors, public-cloud 
computing continues to experience increased mainstream 
adoption. This uptake boils down to a simple value proposition: 
The advantages the public-cloud model offers bootstrapped 
startups, SMBs and underserved departments within large 
organizations outweigh any risks. 

“If you’re a startup, it’s nearly impossible to achieve the level 
of reliability you can get from large public and private cloud 
providers,” Blair says. “People forget that these providers 
can afford the best operations people, who see a much 
wider variety of low-level failure types that enable them to 
continuously improve their skill levels.”

Mobility’s a Must-have 
Question 6: What’s the right mobility strategy for  
a startup?

In a world that thrives on hyperbole, the uninitiated might  
think the clamor over all things mobile is just more of the  
same. In this case, the excitement happens to be justified. 
Mobile computing has changed the way people work, socialize 
and interact with businesses and coworkers, as well as where 
and how.

“It’s almost a cliché, but mobility has changed everything,” 
MarkITx’s Blair says. From a productivity standpoint, 
employees benefit from the ability to connect with coworkers 
on the fly and access network business data anytime from 
anywhere, using any vetted mobile device. 

Given the dictates of tight timelines and budgets, this 
productivity may be even more important to startups than 
well-established businesses. “When you’re leading a small 
business, you allow employees to be as autonomous as 
possible, but everyone has to be available to collaborate,” 
SimpleRelevance’s Severinghaus says. 

Though they’re juggling numerous things, startup heads 
should rely on their mobile devices as a way to keep everybody 

Cut and Run 
By putting key systems and software in the hands of a cloud 

service provider, startups are not inextricably connected 

to them. If they need to quickly unclip the long, elastic leash 

that connects them with their provider, they can do so with 

little service disruption. 

“The whole idea of putting your applications in the cloud is 

that you’re not tied to any one provider,” says Brian Eng, 

CTO at BlueBuzzard. If a provider experiences some sort of 

catastrophic event that impairs a customer’s ability to do 

business, it can quickly switch over to another provider  

and keep its infrastructure up and running for employees 

and customers.

“Even if the event involves systems or applications that 

aren’t necessarily mission critical, it’s still a problem if it 

impacts your ability to sell to and support your customers,” 

Eng says.
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productive. “I drill into my team the mantra that if they’re 
stuck on something, I’m always available, whether we connect 
through a call, text, email or Google chat,” he continues. “If I can 
extricate myself for even five minutes to help solve a problem, 
it’s a very effective use of everyone’s time.” 

Continuously improving usability features on smartphones 
and other devices also drives employee uptake, as they seek 
to replicate in the workplace the superior user experience 
they get as consumers. The bring-your-own-device (BYOD) 
explosion is due, in part, to the poor user experiences that 
many business systems deliver. 

Because everyone’s using mobile devices, they expect 
applications they use at work to replicate their consumer 
experience. That’s going to drive B2B application providers 
to improve their interfaces and optimize their systems and 
businesses for mobile access. 

Go-go Gadget
Though it’s often the anytime, anywhere aspect of mobility 
that gets the accolades, MarkITx’s Blair says the immediacy  
of mobility is perhaps its most important characteristic. 
Despite having on-demand access to data and commun-
ications tools wherever they go, employees typically use  
their mobile devices for just a few key business tasks. But 
the ability to perform those tasks instantaneously as the 
need arises so they can move on to other work is a powerful 
productivity driver.

Mobility’s immediacy also benefits customer service 
delivery, enabling a small team to function like a larger sales 
support operation. MarkITx, for example, has a click-to-chat 
mechanism on its website that automatically routes customer 
messages to employees’ mobile devices if they’re not at a 
desktop, enabling them to respond to customers wherever 
they are. The company uses a service that provides a web chat 
tool that integrates with a mobile Apple iOS application and 
with several popular instant messaging (IM) tools.

However, as the BYOD phenomenon escalates, businesses 
are rightfully concerned about the security of their IT 
infrastructure and possible data breaches. Blair says security 
issues in enterprise networks occur in some instances 
because employees, even those in the IT department, 
mistakenly assume that anyone with password-protected 
access to the LAN is a trusted user. Many organizations that 
require passwords to get onto their network don’t extend 
their security protocols to networked resources, meaning an 
employee (or an external party) gets easy access to a range  
of databases. 

Rather than focus on the data breach potential of mobile 
devices, Blair says organizations should approach  
security by treating every end-user device as untrusted, 
whether it’s a desktop, notebook, tablet or smartphone. 
They should institute strict security protocols that improve 

user authentication and access control mechanisms, not just 
for network access, but for individual databases and other 
resources as well.

Cash Flow on the Go
Mobility advantages extend to point-of-sales activities, 
driving adoption of mobile POS devices by retailers and other 
businesses handling payment transactions. With these 
devices in hand, retail employees can process payments at 
various locations throughout a store, streamlining customer 
service. Salespeople can close a sale at a customer’s place of 
business, either by processing payments there or immediately 
sending an invoice from their device.  

POS strategies have radically changed, with businesses 
replacing ancient POS systems and cash registers with 
Apple iPad devices that run applications that integrate with 
cash drawers. “There’s a huge amount of innovation in the 
mobile POS arena, because it’s become a key customer touch 
point,” Blair says. “When you have a customer ready to give 
you money and they’re waiting in a long line because you’ve 
got archaic POS machines, you’re not going to provide much 
satisfaction.”

Getting the Most From  
Hosting Services
Question 7: Should our business consider hosting some  
IT functions with a third party?

Even organizations with scores of IT personnel often 
can’t keep up with the constant demands associated with 
maintaining, supporting, updating and upgrading their 
infrastructure and the technologies tied to it. Startups can’t 
possibly meet these challenges.

Nonetheless, they need the same infrastructure assets and 
capabilities that large companies have if they want to achieve 
strong, sustained growth. And growth, while a primary 
objective, brings additional concerns over the ability to store, 
secure and protect business and customer data. 

With the hosted services available today, small businesses 
can outsource a number of mission-critical and lower-level 
IT functions. Large hosting service providers that specialize 
in enterprise data center operations host and manage their 
customers’ infrastructure, network, data storage and  
remote backup. 

As part of their offerings, these service providers manage 
physical and network security, support all assets, and 
continuously monitor server, network and application 
performance. They also offer strategic solutions for disaster 
recovery. To ensure secure access to data for a customer’s 
employees, hosting service providers manage and monitor a 
variety of connectivity options, whether via the Internet,  
wide area network or virtual private network. 
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Depending on their needs, startups can turn to large hosting 
providers for such services as:

• Hosted data center • Hosted infrastructure

• Remote backup • Hosted storage

• Disaster recovery

The outsourcing trajectory of a successful startup might  
begin with putting all noncore IT infrastructure functions in 
the public cloud. When they scale to the point where their 
risk tolerance for public-cloud computing decreases, a good 
option is to transition all IT infrastructure to a large data center 
hosting provider. 

“Unless your startup is in the business of IT security, hardening 
a data center is a massive waste of resources,” i.c.stars’ 
Lannert says. 

In terms of infrastructure hosting, hosted service vendors 
provide startups and SMBs with access to a level of server 
resources and processing power that they would never be able 
to get if they were trying to run operations in-house, he adds. 
At i.c.stars, Lannert is running infrastructure components in 
both a hosted service and an IaaS model. 

In a hosted data center environment, according to MarkITx’s 
Blair, the company can scale operations as needed and lease 
everything from a single rack to a large cage to an entire floor. 
Further, they gain a higher level of comfort because they 
maintain control over their infrastructure, but don’t have 
to hire IT specialists to oversee storage, backup or disaster 
recovery, as they can outsource those to their provider. 

Help From Afar:  
Remote Managed Services
Question 8: Can a third party manage our infrastructure  
for us?

In addition to public- and private-cloud services and hosted 
services, early-stage companies have the option to outsource 
IT functions to large, remote managed services providers. 
These providers can manage, support and monitor any 
combination of dedicated systems, networks, databases  
and applications. 

Because it’s their core business, these providers offer high 
levels of security through intrusion prevention and other best 
practices, as well as customized service packages and service 
levels. They also offer their customers the security that comes 
from around-the-clock remote management of the dedicated 
resources their service contract covers, while affording them 
the specific level of control and visibility they require.

When companies first launch, they don’t have a solid handle on 
customer needs or growth potential, so it’s not cost-effective 
or even feasible to invest hundreds of thousands of dollars on 
networks and systems. At some point, though, they may want 
their own dedicated IT infrastructure for increased control of 
business and customer data, intellectual property and other 
critical assets. 

Organizations operating in healthcare, defense and financial 
services sectors — even relatively early-stage companies — 
don’t typically have any other option but to run their own data 
center and dedicated infrastructure.

But they can reduce expenditures on IT staff responsible for 
supporting, managing and monitoring systems and networks 
and transition workforce spending to more strategic functions. 
They also benefit from the knowledge that they can partner 
with providers who specialize in these managed services 
and are monitoring the performance and security of their 
dedicated resources on a 24x7 basis. 

In addition, businesses with dedicated IT systems and 
networks benefit from the fact that large, remote managed 
services providers have years of experience managing the 
products and services of some of the biggest names in the 
technology sector. There’s a good chance a business customer 
is leveraging technologies from industry-leading providers in 
at least some segment of their operations. 

A strong partnership between their technology providers and 
their remote managed services provider further strengthens 
the ability to ensure the performance, uptime and security of 
their dedicated resources. 

When researching managed services providers, 
SimpleRelevance’s Severinghaus says, businesses should 
conduct basic due diligence. This should include reviewing 
the provider’s SAS 70 audit (documentation issued by the 
American Institute of Certified Public Accountants that 
confirms they have necessary controls in place); asking for 
customer references; and talking to subject-matter experts. 

Although executives charged with this decision should do  
their homework, Severinghaus says, at some point business 
leaders have to trust in the reputation and brand of a provider. 
While they should hold any service provider managing 
their IT assets to a high standard of service delivery and 
accountability, they should also realize that the concepts of 
control and perfection are illusions. 

The practices and capabilities of large managed services 
providers are far more advanced on the maturity curve than 
those of their customers. Let them do what they do best.
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