
White paper

 2 executive Summary

 2 Work No Longer a place

 2 The New Office 

 3 Thr eats to remote access 
Denial of Service attack 
traffic analysis 
Dictionary attack 
Man-in-the-Middle attack

 4 The Sra Strategy

 4 Security Options

 6 The rOi of Security

 7 roadmap for Success

 7 Compliance Mandates

 8  CDW: a Security partner That Gets it

table of Contents

	 Confident	ConneCtions:..
	 seCure	remote	ACCess..

SRA adds to network security while serving as a productivity 
builder and business enabler.



SeCure reMOte aCCeSS2

executive Summary
For many businesses today, having a distributed workforce 
has become a way of life. Far more people are working from 
remote sites, whether it’s branch locations, home offices or 
other facilities away from corporate headquarters.

This trend toward distribution creates both company benefits 
as well as challenges. One of the biggest hurdles is ensuring 
that remote workers have secure remote access (SRA) to 
critical systems and information. 

In addition, granting access to a cadre of remote users can add 
complexity and costs to the overall IT infrastructure. And it can 
represent a significant challenge for those responsible for its 
management. 

Still, if done properly, the benefits of a well-planned remote 
access strategy can be significant. Satisfied remote users, 
cost savings and productivity gains are some of the benefits 
of offering SRA. Other more indiscernible advantages include 
better disaster recovery preparedness and the ability to 
attract and retain the most talented workers.

Work No Longer a place
What do the H1N1 virus, the economic downturn of 2009 and 
increasing gasoline prices all have in common? They have 
fueled the push toward remote teleworking. 

According to the 2009 National Household Travel Survey, 
in conjunction with the U.S. Bureau of Labor Statistics, 
approximately 5 percent of non-farm, non-self-employed 
workers telecommuted in 2010. For the study, the definition of 
a teleworker included those who worked from home at least 
two days per month. 

The study also showed those with the option to work at home 
at 8.5 percent. The good news for telecommuting is the ready 
pool of workers already permitted to work at home. In another 
2009 study, the tech analyst firm Gartner noted that over  
48 percent of employers are planning to incorporate work- 
at-home schedules into their corporate lifestyle.     

Working remotely certainly isn’t new, but the way employees 
connect to the office has changed dramatically. Ten years ago, 
it was relatively easy to support a small number of high-level 
employees with notebook PCs. It only required poking a few 
holes in the firewall and these remote users had access to the 
entire corporate network. 

Fast-forward to today. A distributed workforce is more 
prevalent than ever. Broadband connectivity is available 
in a large number of homes. In a challenging economic 
environment, businesses are looking for ways to cut costs, 
and some are turning to outsourcing to get the job done, which 
invites outside workers into company networks.

In addition, the number of remote devices connecting 
to central systems has exploded. Notebook computers, 

smartphones, tablets, and thumb drives are common business 
travel accessories. 

But with the good news for workers comes security issues 
for IT departments. IT leaders must now verify the identity of 
the person accessing company systems, as well as the type of 
information that’s being let out of the building, and the security 
of that data once it gets on the remote user’s device.  

What’s more, they must always look out for predators who 
could intercept or tamper with data in transit. Some of these 
scenarios cannot be controlled by a firm’s IT department 
— such as a remote user’s smartphone or notebook PC — 
possibly adding to angst and frustration.

Remote access policies must go beyond verbal instructions. 
They must include solutions to protect the three areas critical 
for a successful SRA plan. These include the following:

• Endpoint     • Endpoint Connection     • Enterprise Network

As the number of teleworkers continues to grow and the 
devices used become even more diverse, security is a vital 
component to the success of the entire business and not just 
an IT matter. It must be seen as a driver of business innovation 
and growth.

The New Office 
Remote access encompasses any access to private network 
resources from beyond the firm’s physical perimeter. This 
broad characterization includes some modes that most 
organizations don’t take into consideration in their  
security planning. 

Remote access includes any of these scenarios:

•  Users may log in via a virtual private network (VPN) to do 
work on the firm’s internal systems with notebook, tablet  
and desktop PCs. These devices may be managed by the 
firm’s IT staff, or they may be personal devices, such as 
a home PC. This access normally comes through a VPN 
concentrator, which usually runs either Internet Protocol 
Security (IPSec) or Secure Sockets Layer (SSL) protocols to 
protect the data stream.

•  Vendors and other partners may have access to support 
or administer systems on the firm’s network. This is usually 
accomplished with VPN connections over the Internet 
and may include dedicated circuits. This remote access is 
distinguished by the level of access granted, which is usually 

Mobile Workers Worldwide:  
Over 1 Billion
According to the tech research firm IDC, the world’s mobile 

worker population will pass the 1 billion mark in 2010 and 

grow to nearly 1.2 billion people — more than a third of the 

world’s workforce — by 2013.
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very restricted. Otherwise, the technology may be identical 
to that described earlier. 

•  Mobile staff may use devices, such as smartphones, to gain 
access to particular applications. This access often requires a 
special-purpose gateway specific to the mobile device, such 
as a BlackBerry Enterprise Server. 

•  Traveling users might make use of lightweight remote-
access solutions such as the web, e-mail or various support 
tools. These systems may not be thought of as being 
true remote access because they are intentionally made 

accessible through the firewalls. At the same time, these 
systems often pull information from within the network, 
granting accessibility to data that is considered internal.

Each of these modes of remote access might have many 
variations. For example, an SSL VPN can be used to grant 
network layer access (often called network extension), 
single IP/port access (called port forwarding) or web-only 
application extension (called reverse proxy), all in the same 
VPN concentrator.

While the specific technologies used at one business or 
another each have different strengths and weaknesses, their 
purposes remain similar. The goal is to facilitate access to 
internal resources without exposing them to risk. 

Threats to remote access 
Having identified the basic types of remote access, it becomes 
easy to see what can go wrong. Envision a typical remote-
access scenario — in this case, a VPN.

In a remote-access event, a specified network carries 
information between the remote side — such as a notebook  
PC, and the internal side — a centralized server, for instance. 
Both sides have some device or software that manages the 
remote connection. 

Mobile Computing is a Way of Life for 
Most Businesses
IT security administrators are anticipating a significant 

increase in the number of users connecting to their 

network next year, with 54 percent citing specific growth 

in remote users. This is according to a global survey of over 

220 IT security administrators conducted by Check Point 

Software Technologies in 2010. 

productivity Stats: remote Workers 
Unfortunately, many organizations do not track 

teleworkers’ ROI, whether the program is formal or 

informal. Metrics are overlooked because companies often 

lack measurement expertise or know-how, or because 

teleworkers don’t know how to adequately account for 

their time.

However, over the last decade, various research covering 

larger firms that have developed these performance 

metrics report gains in productivity. For example:

•  AT&T estimated that the productivity of teleworking 

employees increased from 15 percent to 20 percent as a 

result of enhanced morale and reduced stress. 

•  The City of Los Angeles found productivity among its 

teleworkers was 12.5 percent higher than for other 

employees.

•  JCPenney documented a 25 percent increase in 

productivity among its teleworking catalog order-

processing staff.

•  Aetna Health in the U.S. estimated that $6 million could 

be saved in one year with only 5 percent of its staff 

participating in telework.   

•  Dow Chemical reported a reduction in administrative 

costs by 50 percent annually and productivity increased 

by 32 percent by adopting a telework program. 

•  In general, many studies show that teleworkers tend to 

be more satisfied with their jobs, their managers and their 

organization than are their peers who do not telework.

Data Breach Costs rise for Fifth Year  
in a row
According to the 2010 Annual Study: U.S. Cost of a Data 

Breach, conducted by Symantec and the Ponemon 

Institute and covering the breach experiences in 51 U.S.-

based organizations in 15 industries, the average cost for 

a data breach increased to $7.2 million. This is up 7 percent 

from $6.8 million in 2009, while the per-compromised 

record cost increased to $214 in 2010 — up $10 or  

5 percent from 2009.

Fallout from a security failure can take many forms. These 

include: disrupted business operations, damaged and lost 

relationships, diminished retail sales, penalties and fines, 

and a decline in stock price.

Successful businesses recognize the need for multilayer 

network protection. They work with internal groups 

and stakeholders to devise the right solutions. And they 

strive to educate users about risks and responsibilities. 

“Best-practice firms think about security as a platform 

for business enablement rather than as just another 

technology for blocking intrusions, hacks or data loss,” 

says Phil Hochmuth, program manager, security products 

at IDC. “They understand that effective network security 

instills greater confidence and trust and helps the 

business grow.”

http://www.cdw.com/default.aspx
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Typically, this task is handled by software at the remote user’s 
end and an appliance on the organization’s end. However, 
variations abound. Threats to remote connectivity can target 
the establishment of the connection, information in transit, the 
endpoints themselves or the ability of either end to transmit 
or receive.

Remote-access solutions are subject to a variety of threats, 
most of which are independent of the technology used.  
For example:

Denial of Service attack — A DoS attack or distributed denial of 
service attack (DDoS) can overwhelm the VPN concentrator 
so that users cannot connect. They can also cause account 
lockout by intentionally sending an incorrect password over 
and over for a remote-access user. 

traffic analysis — An eavesdropper can learn a great deal from 
encrypted traffic, despite the fact that the actual contents of 
packets might not be accessible.

For example, someone sniffing a wireless network can see 
what the endpoints of the conversation are. They might also be 
able to deduce where and when users work, bank and shop.

Dictionary attack — These are used to guess the passwords 
of remote-access users. Where account lockout is in place, 
as it should be, these can be run as “low and slow” attacks 
that may not trigger intrusion detection system (IDS) and log 
analysis alerts.

Man-in-the-Middle attack — In an MITM attack on a remote-
access system, the adversary convinces the remote user that 
an imposter system is, in fact, a legitimate source of remote-
access connectivity. The interceptor can inspect and alter 
all traffic on its way between the user and the organization’s 
internal network.

Some of the threats to remote access can be mitigated by 
smart system design. For example, the use of time-based 
password tokens dramatically reduces the possibility that 
someone will be able to guess or steal a password.

The Sra Strategy
There are four things that IT decision-makers should consider 
for an SRA strategy. The answers will depend on the size of the 
organization and the depth of the company’s security policy.

trusting the user — Look at solutions that establish a user’s 
trust, based on the company’s authentication strategy. A 
two-factor solution provides the most protection, such as a 
token or certificate on the device. This offers an extra measure 
of protection if the user is moving around from hotspot to 
hotspot or a password is stolen. 

trusting the endpoint Device — IT decision-makers should 
establish some trust point for the end device via endpoint 
assessment solutions or through network access control 
(NAC) devices. Large and midsize companies usually differ in 
their approach to endpoint authentication. Large enterprises 
will often have a dedicated appliance to authenticate that 
the device being used remotely has active and up-to-date 
antivirus and firewall capabilities. Midsize companies can 
achieve the same benefits with multifunction appliances that 
cut costs, resources and maintenance.

trusting the traffic — The SSL VPN solution should run in 
conjunction with a firewall solution so that the firewall can 
perform the traffic inspection. That is important because the 
SSL VPN traffic is going to come in encrypted, so it may bypass 
the existing edge firewalls. Traffic, once it is decrypted through 
SSL VPN, should be routed back through the firewall for traffic 
inspection.

Creating an application Layer access Control policy — The 
fourth consideration, perhaps the most important piece, is 
leveraging the trust that is now established for users and 
devices, and turning it into an application layer access control 
policy. Based on what the IT department knows about its 
remote users and their devices, they can be granted access to 
approved applications based on need.

“Keep in mind, there is no such thing as ‘absolute security.’ 
It will never exist. The nature of remote access and devices 
simply introduces vulnerabilities in the process,” says Craig 
Mathias, principal at Farpoint Group, an Ashland, Mass.-based 
advisory firm specializing in wireless communications and 
mobile computing. “The objective, then, is to make remote 
access as foolproof as possible.”

Security Options
Virtual private Network
VPN is a network that uses the Internet to provide remote 
offices for individual users with secure access to their orga-
nization’s network. It encrypts data at the sending end and 
decrypts it at the receiving end, sending the data through  
a “tunnel” that cannot be “entered” by data that is not  
properly encrypted. 

Man-in-the-Middle attack 
In this type of active eavesdropping, an attacker secretly 

takes control of the digital converstaion. 

Attacker

Server

Internal Network

Remote User

Internet
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There are a number of guidelines for designing remote- 
access security through a VPN. Recommendations include  
the following: 

•  All remote-access solutions must include bidirectional 
authentication. In other words, the remote-access VPN 
concentrator should authenticate the user’s device, but at 
the same time, the device should authenticate the remote-
access VPN concentrator it is connecting to. Concentrator 
authentication is normally done via digital certificates.

•  All digital certificates in a firm’s deployment must be issued 
either by a trusted third party or, better yet, the firm’s own 
corporate certification authority (CA). Users should never 
see a certificate error at any time because these errors are 
the first sign that an MITM attack is ongoing. Indeed, telling a 
user to click “OK” in response to a certificate error should be 
considered a firing offense among security staff.

•  Remote-access clients and VPN concentrators should have 
nonessential CA information removed. If a business is using 
a CA from Budapest, then it doesn’t belong in your list of 
trusted CAs. 

•  Strong authentication — either a two-factor authentication 
system or digital certificates — is important for end users. 
Windows Active Directory has made issuing digital certifi-
cates to end users fairly simple. 

•  Still, most enterprises prefer to use two-factor systems, such 
as time-based passwords or challenge-response tokens, or 
one-time-password scratch cards or tokens. Shoulder surfing 
is a persistent problem in remote-access environments, and 
password reuse must also be guarded against. 

•  When given two or more configuration choices, always select 
the most secure possible. Security parameters in the VPN 
concentrator should be selected to increase security, rather 
than performance. For example, when selecting encryption 
algorithms, high key length Advanced Encryption Standard 
(AES) is always appropriate; Data Encryption Standard (DES) 
is never the correct answer. 

•  With the high-speed processors available in today’s 
notebooks and PCs, there is no reason to select a less secure 
algorithm. Old concerns about export controls on long key 
length for authentication also do not apply anymore, which 
means that certificates should be generated based on key 
lengths of at least 2,048 bits. 

Network access Controls
NAC consists of a system that ensures that only authorized 
users with fully patched and virus-protected hardware can 
access corporate resources. 

At one time, most NAC policies focused on a device’s (or 
endpoint’s) software compliance, such as the presence of 
up-to-date antivirus and antispam software. Today’s threats 
require a more sophisticated look at network access.

IT departments now must look at what types of access 
are being requested — even from known employees.  If an 
employee is working from the office, that’s where he or 
she should have access to sensitive documentation, such 
as information on employee salaries. But if that employee 
is sitting in a coffee shop, viewing sensitive data becomes 
inappropriate and dangerous. Based on where the employee is 
located, different levels of access should be granted.

Determining which users will have access to what applications, 
file directories and storage space is all defined by one’s 
authorization. Also, the logging, record keeping and report 
generation of users’ movements allow the corporation to take 
a look at what is going on in its network at any given time.

update and patch Software
IT departments want to ensure that employees don’t have 
access to the network if their machine or device has been 
compromised or is woefully out of date, says Robert Whiteley, 
vice president, research director at Forrester Research Inc.   
Or they want to limit access to parts of the network, so only 
employees working in the finance group have access to 
financial data. To assist, security vendors are adding different 
features that allow them to handle more of those scenarios.

Keeping travel Drives Safe
USB flash drives (also known as thumb drives) are 

infiltrating the workplace — and for good reason. They’re 

easy to use and not too hard on the budget. Still, such 

portable storage devices have surpassed even malware to 

become a top security concern with IT managers. 

Security precautions for portable Storage

1.  Set company policies and drive employee awareness of 

the security issues posed by thumb drives.

2.  Make certain the host computer is running up-to-date 

antivirus, antispam and antispyware software.

3.  Use only those drives that offer built-in encryption and/

or password protection.

4.  Consider endpoint security software that allows 

administrators to manage user access and log thumb-

drive activity.

5.  Encrypt the information found on thumb drives.  

One solution is the BitLocker To Go feature found  

on Microsoft’s Windows 7.

Firms using encryption: 27 percent
According to a global survey conducted in 2009 by Check 

Point, only 27 percent of respondents noted their firms 

currently use hard disk encryption to protect sensitive 

data found on network endpoints.

http://www.cdw.com/default.aspx
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Vendors are also beefing up their post-admission screening 
capabilities. Common pre-admission activities include 
requiring antivirus software be installed and up-to-date, a 
personal firewall running and within at least two weeks of 
patches from Microsoft. But once inside the network, users 
can turn the antivirus or firewall off.  

Ongoing monitoring of users after admission ensures that 
guests don’t violate a policy after they have entered an 
environment.  What’s more, if a device becomes infected while 
on the network, NAC products can take action and quarantine 
them at that time. “Security vendors that are winning are 
those who do both of those [pre-admission and post-
admission control] aspects,” Whiteley adds.

Client Device Security
Client devices — The notebook PCs, tablets and other 
devices used by staff, contract workers or partners to 
access corporate networks and files must also be equipped 

and monitored for up-to-date antivirus, e-mail encryption, 
password protection and two-factor authentication.

Data Security — All remote users, whether employees or 
contractors, must use and monitor hard drive encryption. In 
addition, all travel or flash drives should include encryption, 
such as Microsoft’s  BitLocker To Go — found in Windows 7.

The rOi of Security
It’s often difficult to calculate the dollar return on investment in 
a security solution. Still, it is certainly easy to see the economic 
ramifications of a security breach. 

Companies face three types of economic impact as a result of 
hacking and intrusion. First is the immediate economic impact, 
from damage to systems that require human intervention to 
repair/replace, to disruption of business operations, to delays 
in transactions and cash flow.

Next comes the short-term economic impact. This can  
include loss of contractual relationships with other 
organizations in supply chains, loss of sales and negative 
impact on a firm’s reputation. A security breach can also  
hinder new business development.

The long-term economic impact of a security breach can 
include a decline in profitability, erosion of investor confidence 
and a decline in stock price. Loss of customers may be the 
largest loss resulting from a security incident.   

On the positive side, SRA offers many benefits. Users 
can access files outside of the office, thereby increasing 
productivity. Risk is reduced by authorizing users and their 
access level. Overhead expenses fall, including energy costs, 
when workers don’t need office space, and employees enjoy a 
better work-life balance with flexible work scheduling.

What’s more, companies are looking at ways to save money 
by taking components of their business and handing it off to a 
partner. With secure remote access, these outside partners 
can easily collaborate in real time with internal employees.

Allowing employees to use their own PCs, tablets, notebooks 
and smartphones for corporate use — part of what Gartner 
Inc. calls the consumerization of IT — can mean huge hardware 
savings for businesses. With secure remote access in place, 
employees have the ability to use their own equipment for 
work-related activities, once the proper security policies are 
put in place.

SRA can also be vital in keeping business moving during a 
disaster, flu outbreak or weather-related issue. With a remote-
access solution, employees can keep working, and ultimately, 
keep the company from losing money. Finally, the enterprise 
offering remote network access to staffers is often viewed 
as a contemporary organization, a factor that can assist with 
recruiting and retaining top talent. 

Developing a Mobile Worker  
Security plan
A compromise of security can do enormous damage 

to a business. “We’re not just talking financial damage, 

we’re talking about reputation and goodwill as well as 

competitive position in the marketplace,” says Craig 

Mathias, principal at the Farpoint Group advisory firm.

Developing a mobile worker security plan involves  

policy, education and keeping employees’ consciousness 

levels raised.

It starts with a basic security policy, Mathias says. Policy 

makers should ask themselves, what information is 

defined as sensitive? What are the criteria for information 

to be considered sensitive? 

Once those definitions are in place, the questions should 

include: Who should have access to this data, under what 

circumstances and with what devices? What should 

an employee or the company do if that information is 

compromised?

“You might allow unsecure access to a site, but if they 

want access to sales files, for instance, that would require 

a different password,” Mathias adds. “Or both of those 

connections — onto the website and file access — might 

be secured using a VPN. That’s saying nothing about 

the security of the information at the end, which should 

always be encrypted.”

The Farpoint Group recommends that all sensitive 

information be stored encrypted anywhere it resides. This 

can be a server farm, data center or on a mobile device.
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roadmap for Success
Business IT chiefs can set the right course through the world 
of SRA by adopting a new model. Consider these three key 
guideposts as a roadmap to an effective SRA strategy: 

Bake in Security — Often core assumptions about security 
are wrong. Therefore, the most basic strategies need to be 
rethought and reengineered. Security must be baked into not 
only SRA systems, but also the related data and applications 
as well.

tie Security to the Business — Security is all about reduction 
in risk. Proactively mapping out risks to the business makes it 
easier to see where security is needed — and where it isn’t — 
making it easier to plan and justify security investments. 

View Security as as Cycle — Think of security as a continuous 
process. Just like any investment, security investments need 
to be periodically reevaluated. The threat landscape along with 
business risks are continuously changing. This means that 
older products may not be providing the right protection.  

Compliance Mandates
Recently, compliance has become the focus of a great deal of 
security effort. Compliance deals with the extent to which an 
organization conforms to a given standard.

Actual regulations form the basis for some compliance 
initiatives — the Health Insurance Portability and 
Accountability Act (HIPAA) for healthcare-related entities, the 
Gramm-Leach-Bliley Act (GLBA) for financial institutions and 
the Sarbanes-Oxley Act (SOX) for publicly held entities. 

At other times, industry drives the standards. The Payment 
Card Industry Data Security Standard (PCI DSS) is the most 
notorious example of a nonregulatory compliance standard. 

It’s important to bear in mind that while all these standards 
encourage good general security practices, there is a 
fundamental difference between compliance and security. 
Security always deserves attention beyond just the minimum 
effort needed to comply with a standard.

advantages of telecommuting for both 
the employee and employer
employee:

• Elimination of daily commute

• Savings on gasoline

• Fewer distractions when working from home

• Fosters work-life balance

employer:

• Possible reduction in overhead costs

• More satisfied staff may perform at a higher level

• Effective way to retain quality employees

• Enables a company to recruit talented workers

Source: Legal Technology News, August 2010 

remote Desktop Versus VpN
Windows offers two primary methodologies for allowing 

remote users controlled and secure access on network 

servers. These include client virtualization or remote 

desktop and a virtual private network, or VPN. 

Remote desktop is a common name for an assortment 

of applications allowing users to access and control a 

computer from a remote location. A VPN, on the other 

hand, is a method of creating a smaller private network 

that is running on top of a bigger network. Computers 

connected to a VPN act as if they are connected to the 

same network switch, even if the other computer is 

halfway around the world. 

A VPN only allows access to resources that are shared on 

that network. This can include shared folders, printers and 

even other servers on the network. However, a remote 

desktop gives users full control of a specific computer on 

the network. 

This can include access to shared network resources plus 

the resources of the computer being controlled remotely. 

From here, remote users can launch applications and 

perform other operations as if they were sitting at their 

desk in the office.  

For security reasons, it is advised to use remote desktop 

applications while tunneled through a VPN connection. 

There are a variety of ways to secure a VPN connection. 

IT decision-makers can select a combination of these, 

depending on how confidential the data is. This type of 

infrastructure is very secure and difficult to access.

The application delivery system of remote desktop can 

also be very advantageous when working with very large 

files. In a traditional VPN, the file being opened needs 

to be downloaded to the client. With remote desktop, 

everything is on the server and the only data that needs 

to be transmitted is the communication between the 

server and client.

Keep in mind, the multiple benefits offered by a remote 

desktop solution will likely cost more than a traditional 

VPN. Typically, remote desktop technology is designed 

for larger organizations facilitating remote workers with 

more demanding needs. 

http://www.cdw.com/default.aspx
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CDW: a Security partner  
That Gets it
CDW helps medium- and large-size companies take control 
by ensuring SRA and authentication, which helps maintain 
secure networks. Our solutions philosophy includes assessing, 
planning, implementing and supporting your SRA solution.

Your CDW account manager and solution architects are ready 
to assist with every phase of choosing and leveraging the 
right remote access technology for the IT environment. Our 
approach includes:

•  An initial discovery session to understand your goals, 
requirements and budget 

•  An assessment review of your existing environment and 
definition of project requirements 

•  Detailed vendor evaluations, recommendations, future 
environment design and proof of concept 

•  Procurement, configuration and deployment of the final solution 

•  24x7 telephone support as well as ongoing product 
lifecycle support 

Security assessments
CDW’s Technology Services team specializes in providing 
comprehensive security assessments of your IT infrastruc-
ture. The process involves careful analysis to identify, quantify 
and prioritize network risk, cost and business impact.

Designed to focus on different parts of the infrastructure,  
the vulnerability assessment often provides a detailed analysis 
of potential security flaws. It helps to identify high-risk 
scenarios, network threats and the advancement of effective 
risk reduction.

CDW security assessments are custom-tailored to reflect 
individual business needs. CDW security assessments include 
analysis of any or all of the following:

•  Internet Security •  Dial-access Security

•  Internal Network Security •  Wireless Network Security

•  Partner/Extranet Security •  Data Loss Assessment

•  Comprehensive Assessment

to learn more about CDW’s security solutions, contact 
your CDW account manager, call 800.800.4239 or visit 
cdw.com/remote

Enable mobility and secure 
collaboration across the workforce, 
partners and customers. RSA 
Secure Remote Access and 
Collaboration Solutions enable 
collaboration among employees, 
partners and outsourcers while 
preserving security. The solutions 
allow organizations to authenticate 
and establish users’ identities, 
regardless of location, before 
granting access to resources. The 
ability to positively establish a user’s 
identity increases an organization’s 
confidence that only legitimate 
users are accessing resources. 
Additionally, the solution provides 
the flexibility to enforce policy and 
apply controls, with the ability to 
monitor all users’ activity once they 
access the network.

Employees, customers, guests, 
suppliers, partners — local and 
remote — require secure access to 
an enterprise network to efficiently 
support business functions. There 
must be a controlled balance of 
network access and security risk 
mitigation at a reasonable cost and 
with low complexity for users and 
IT.  Juniper Networks Access Control 
Solutions allow employees and non-
employees, as well as managed and 
unmanaged devices, to share access 
to the same network infrastructure. 

Extend your network, safely and 

securely. Increasingly, corporations 

are building their communications 

fabric over the public Internet for cost 

savings, flexibility and performance. 

With VPN technologies, organizations 

now can transmit data securely to its 

destination without the risk of being 

corrupted or hijacked. The broad range 

of SonicWALL VPN-based network 

security solutions facilitates both 

telecommuting and mobile computing. 

Whether you are a telecommuter 

seeking a secure alternative to the 

“untrusted” home network or a road 

warrior connecting from a hotel room, 

SonicWALL has a solution designed to 

meet your specific business needs.

CDW.com CDW.com/juniper CDW.com/sonicwall

http://www.cdw.com/default.aspx
http://www.cdw.com/default.aspx
http://www.cdw.com/content/brands/juniper/default.aspx
http://www.cdw.com/content/brands/sonicwall/default.aspx

