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 PEACE OF MIND SECURITY IN.. 
 PUBLIC AND PRIVATE CLOUDS..

To make the best cloud decisions, organizations must 
understand the different benefits and varied challenges 
each model offers.

Executive Summary
Cloud computing is now widely used by many organizations 
because of its potential for reducing costs and increasing 
flexibility and scalability compared with traditional 
technologies. An organization can get additional computing 
capacity and other IT assets nearly instantaneously by 
leveraging cloud computing. 

Unfortunately, the very features of cloud computing that  
make it so flexible and scalable also pose considerable security 
risks. For all its many and verified benefits, the cloud poses 
new and daunting security challenges that many IT teams are 
struggling to address.

From a security perspective, one of the most important 
decisions to be made when choosing a cloud computing 
solution is its architecture. Should an organization choose a 
public cloud, with multiple customers sharing infrastructure 
and networks? Or should it implement a private cloud, 
dedicated to the enterprise? Each of these architectures  
has its own security considerations that must be  
carefully analyzed. 
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The Current Situation
The enterprise is adopting cloud computing technologies at 
an astonishing pace. Unfortunately, cloud security measures 
haven’t evolved at the same speed, and clouds tend to heavily 
favor functionality over security. 

As they continue to grow in size, complexity and popularity, 
the cloud’s security situation becomes even more challenging. 
Yet organizations still turn to cloud technologies because  
of their incredible agility — the ability to support highly  
variable workloads and bandwidths seamlessly — as well 
as their reputation for saving money through reduced 
infrastructure costs. 

Streamlined operations are another benefit: By reducing 
internal staffing and relying on external support, an 
organization can significantly reduce labor costs and simplify 
its infrastructure. Additional computing capacity can be 
acquired far more easily than in the past.

While security certainly presents some daunting challenges 
to cloud computing, these challenges can be overcome. In fact, 
many IT shops have largely sidestepped cloud computing’s 
worst security implications by leveraging only private clouds. 

A private cloud is quite similar to a traditional enterprise 
data center model, with one major exception — data centers 
traditionally dedicate each server to particular applications or 
services. In a private cloud, applications freely roam as needed 
from server to server, transparent to users, developers and 
administrators. 

Security in a private cloud is similar to that in an enterprise data 
center, again with one major exception: Data and applications 
are only logically separated (within a single physical server), 
not physically separated (on different servers). So a security 
compromise of one application might negatively affect other 
applications on the same server, even those that have no trust 
relationship with the affected application. That’s the primary 
security concern with private clouds.

With a public cloud, security is the responsibility of the cloud 
provider, not the customer organization. On the surface, that 
sounds like a good thing, and in several important ways it is. 

However, most organizations want some visibility into cloud 
security, such as monitoring users who access sensitive 
data, and many must have extensive auditing capabilities for 
sensitive data to meet legal and regulatory requirements such 
as those of the Health Insurance Portability and Accountability 
Act (HIPAA) and the Sarbanes–Oxley Act (SOX). Yet cloud 
providers often can’t (or won’t) provide this level of visibility 
into cloud security. 

Public clouds also suffer from one of the same drawbacks as 
private clouds: They lack physical separation between data 
and applications. In public clouds, however, this lack of physical 
separation involves data and applications from different 
organizations. This means that even if your enterprise’s own 
applications are securely coded, another’s poorly coded 
application could contain exploitable vulnerabilities that 
could potentially be leveraged to attack the underlying cloud 
infrastructure, and possibly compromise other applications on 
the same cloud server or within the same cloud.

Because of the increased security risks of using public clouds 
over private clouds, organizations with highly sensitive data 
tend to favor private clouds. However, keep in mind, public 
clouds typically offer better benefits (for example, greater 
cost savings). 

Security in the Private Cloud
In a private cloud, both virtual servers and physical servers 
must be secured. IT administrators will want to approach 
security differently for a private cloud located within its own 
facilities than for a private cloud hosted at a third-party site.

In-house Private Cloud
A private cloud hosted at an organization’s own facilities can 
be thought of as the next generation of the enterprise data 
center. The major security considerations can be broken down 
into five categories: physical security, logical security of host 
operating systems, hypervisors, guest operating systems  
and applications.

Physical security: This is of paramount importance to 
private-cloud security. Numerous physical security controls 
are involved in protecting an enterprise data center from 
unauthorized access. These same controls should apply  
to a private-cloud environment hosted at an organization’s 
own facilities. 

In fact, physical security can often be even more stringent 
with a private-cloud deployment, because the administrators 
of a particular application don’t necessarily have a dedicated 
server. So application administrators typically don’t need 
physical access to cloud servers, just logical access. Of course, 
system administrators still need physical access to cloud 
servers to maintain them and deal with physical problems that 
occur, such as physical server failures. 

Logical security of host operating systems: This aspect 
of security is unchanged from traditional enterprise data 
centers if the virtualization layer is running on top of a host 
operating system. In that case, the operating system and any 
applications running on it must be kept fully patched. 
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Likewise, this software needs to be hardened by configuring 
it based on the results of a risk assessment, ensuring that 
the software is reasonably secured while also allowing any 
necessary functionality. If the virtualization layer is “bare 
metal” (running directly on the hardware), then there is no host 
operating system to be secured.

Logical security of hypervisors: This is an important 
consideration because of understandable concerns that a 
single weakness in a hypervisor could be exploited to gain 
control over all guest operating systems and apps running 
on that hypervisor. The hypervisor is also important from a 
security perspective because it separates cloud workloads 
from each other, and thus keeps applications and users from 
accessing each other’s data within a cloud. 

This is a concern even in a private cloud. Imagine a malware 
infection spreading from one guest operating system to 
another because of hypervisor weaknesses, then transferring 
sensitive data to external locations. While such an attack 
is more theoretical than practical at this time, it’s certainly 
feasible if the hypervisor and other cloud components are 
weakly secured. Organizations should keep hypervisors 
patched and hardened. (For example, they should disable 
all unneeded hypervisor services, and monitor hypervisors 
closely for signs of attempted or successful compromise.)

Logical security of guest operating systems (virtual servers): 
This is necessary to maintain private-cloud security. Each 
virtual server is a full-blown operating system that must be 
secured just like any other operating system instance. Failure 
to keep virtual servers fully patched and securely configured 
can allow an attacker or malware to compromise the guest 
operating system, opening the door to direct exploitation of 
vulnerabilities in the hypervisor.

Logical security of applications: This is a major concern no 
matter what type of cloud model the application is deployed 
to. Current malware tends to focus on operating systems and 
popular off-the-shelf server-side and client-side applications 
(for example, web browsers), not to mention the use of social 
engineering techniques. But attackers with some know-how 
can easily exploit software flaws, design weaknesses and 
other vulnerabilities in custom server applications. 

When sensitive data is at stake, attackers have serious 
financial motivations to gain access to that data, and exploiting 
application flaws is often an effective method for achieving 
that. Simply transferring the enterprise data from a traditional 
data center to a cloud architecture doesn’t necessarily put 
an application at increased risk, but most organizations 
underestimate the risk posed by threats against their  
custom applications.

Third-party Facilities
The security concerns regarding the use of third-party 
facilities for housing private clouds depend greatly on the 
nature of the third-party relationship. If the organization is in 
full control of its servers, the security concerns generally are 
the same as if it hosted the cloud at its own facilities, except for 
increased concerns regarding physical security. Enterprises 
generally must pay greater attention to security issues when 
a private cloud is hosted by a third party that has control over 
servers, networks and security. 

In theory, many of these security concerns are the 
responsibility of the cloud provider, not the customer. In 
practice, the customer is often concerned about the cloud 
provider’s security capabilities and processes, and wants more 
insight into what is happening with regard to security. 

An organization planning to use a third-party provider to  
host a private cloud should carefully evaluate the security 
practices at every layer: physical security, as well as logical 
security of physical servers, hypervisors, guest operating 
systems and applications. Indeed, IT managers should ensure 
that their private clouds are truly “private,” as it is likely that 
a third-party provider is hosting other clouds as well at the 
same facility. 

It’s also important to ensure that a provider’s private clouds 
are physically and logically separated from each other and, 
if feasible, not managed through a common mechanism that 
could allow attacks (such as malware) to readily spread from 
private cloud to private cloud.

Virtualization Architectures
Full virtualization can be achieved in one of two 
architectures. In “bare metal” or “native” virtualization, 
a hypervisor runs directly on the underlying hardware, 
without a host operating system. In a hosted virtualization 
architecture, the hypervisor runs on the host OS.

SOURCE: National Institute of Standards and Technology Special 
Publication 800-125, Guide to Security for Full Virtualization 
Technologies
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Public-cloud Security Concerns
Security in the public cloud is similar to security in a third-
party hosted private cloud, with a few important exceptions. 
Most notably, the public-cloud provider is largely responsible 
for security of its customers’ data and applications. Any 
organization looking to cede responsibility of its security to a 
third-party provider had better make sure that the provider 
has the proper security practices in place at all appropriate 
layers of the cloud infrastructure — and maintains those layers 
correctly over time. This is particularly true if the data to be 
hosted in the cloud is sensitive, which it often is.

Among cloud computing security threats, data breaches cause 
the most concern. The most targeted types of information 
include sensitive personally identifiable information (PII), 
financial information and proprietary intellectual property. 
Medical records are also of particular concern in the cloud. 
Consider what sensitive information an organization might 
have that malicious parties might want to gain access to.  
Now consider that in a public-cloud architecture, the enterprise 
is handing over the sensitive information to another party  
to safeguard. 

Some find that prospect so risky that they refuse to  
place their sensitive data into a public-cloud architecture.  
If the cloud provider fails to safeguard the data properly, 
a major data breach could result, possibly leading to 
repercussions for the cloud provider, but most certainly 
leading to severe consequences for the organization whose 
data has been compromised. 

Imagine not only the damage to the organization’s reputation, 
but also the financial repercussions of handling the breach of 
thousands or millions of customer or employee records. The 
Ponemon Institute’s 2013 Cost of Data Breach Study: Global 
Analysis estimates the average cost of a U.S. data breach at 
more than $5 million — based on an average breach size of less 
than 30,000 records.

Fortunately, the enterprise typically doesn’t need to give up 
complete control of the security of their public-cloud data 
and applications. The most often recommended security 
measure in these situations is to follow sound cryptographic 
key management practices, including retaining control of all 
encryption/decryption keys. 

Encryption is of utmost importance in protecting the 
confidentiality of sensitive data. If the cloud provider has 
access to an organization’s data encryption/decryption keys, 
then the risk of an inadvertent or intentional breach of the 
sensitive data protected by those keys is significantly  
higher. Indeed, encrypted data cannot be recovered if it is 
stolen without the keys to decrypt it, and, thus, a full breach 
can be avoided.

Organizations seeking to deploy sensitive data to public clouds 
— or to any clouds — should follow best practices in terms of 
encryption use. Access to sensitive data should be designed to 
be as granular as possible. For example, the enterprise should 
encrypt individual database records or sensitive fields within 
database records instead of encrypting the entire database 
as a single entity. This allows individual database records to 
be decrypted as needed, instead of decrypting the entire 
database and keeping it in a fully decrypted state while using it. 

It’s important to also maintain visibility into the security of 
cloud-hosted data and applications. Because traditional 
operating system–based security controls may not be 
feasible, for a variety of reasons, organizations may need to 
rely on application-based security controls. For example, 
administrators may need to configure applications and 
databases to do extensive logging of all access to and 
manipulation of sensitive data. This can take the place of 
relying on operating system auditing controls. 

Disaster Recovery in the Public Cloud
Organizations should carry out disaster recovery 
preparedness measures, such as creating backups and 
redundant copies of sensitive data. As with data hosted 
in a public cloud, these backups should be protected by 
encryption. IT decision-makers should be prepared to 
directly provide decryption credentials to cloud instances 
on an as-needed basis in order to recover data when 
dealing with a cloud failure, data deletion or other loss of 
data. Giving these credentials to the cloud provider may 
speed recovery operations somewhat, but this practice 
also exposes those credentials to inadvertent or intentional 
improper use.

Because of these concerns, it’s important to pay particular 
attention to disaster recovery when planning a cloud 
deployment. Administrators should develop policies 
and procedures for cryptographic key management and 
practice the restoration of data to cloud servers under 
various circumstances. 

Organizations should also be prepared to act if a major 
failure occurs involving their cloud provider. Can cloud 
workloads be moved to a different cloud provider? How 
would the enterprise gain access to its data during a major 
distributed denial of service (DDoS) attack?  
Don’t think that just because cloud technologies are 
scalable, flexible and agile, they’re also invulnerable to 
failure. Major failures do occur, with any technology,  
so be prepared for them.
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Evaluating Security Tools
Entities use a variety of security tools to monitor their data 
and applications. Although cloud providers may make certain 
assurances regarding security, organizations are likely to 
want to implement some of their own security controls, such 
as firewalls and intrusion detection systems (IDSs). However, 
there’s often a choice to be made: to rely on security controls 
running within the hypervisor, or to implement security within 
each guest operating system. Each of these approaches has 
its own advantages and disadvantages.

Security Within the Hypervisor
Security controls, such as network firewalls and network 
IDSs, can be embedded within the hypervisor if it has an ability 
known as introspection. Introspection refers to the capability 
to monitor aspects of each guest operating system that is 
running. Examples of these aspects include network traffic, 
storage, memory and process execution, all of which have 
relevance for security. Introspection also can monitor activity 
between guest operating systems on a single server, such as 
network activity. 

This is a natural spot to deploy firewalling, intrusion detection 
and other network security capabilities; especially since  
this network activity is contained within the physical server 
and cannot be monitored by security tools deployed on the 
actual networks between physical servers. Security policies 
can even be carried out with a guest operating system  
that is migrated from one hypervisor to another within  
the same cloud.

Unfortunately, using the hypervisor as a security monitoring 
mechanism can bring significant disadvantages. A hypervisor 
that has introspection enabled can access the contents 
of the guest operating systems, which means that the 
administrators of the hypervisors also have access to the 
guest operating systems. 

This can be a serious problem in terms of accountability, 
because the monitoring activities performed by the 
hypervisors are unlikely to be monitored and audited 
themselves. If a guest operating system contains sensitive 
data that is subject to regulations such as HIPAA or the 
Payment Card Industry Data Security Standards (PCI DSS), 
introspection might not be an option, particularly in  
public clouds. 

Another significant problem with relying on the hypervisor 
as the security monitor is that this makes the hypervisor 
more complex, thus increasing the likelihood of exploitable 
vulnerabilities in its software. This vulnerability is aggravated 
when security controls such as firewalls are designed to “plug 
in” to the hypervisor, further increasing its attack surface. 

Finally, in a public-cloud environment, it’s probably not feasible 
to monitor all guest operating systems on a host all together; 
such monitoring should be segregated by a guest operating 
system. Therefore, using security within the hypervisor is 
much more likely to be a viable option for private clouds hosted 
by an organization, and not for public clouds or for private 
clouds hosted by a third party.

Security Within the Guest Operating System 
The alternative to performing security monitoring within 
the hypervisor is to bundle security tools within the guest 
operating system. These security tools generally include host-
based versions of network-based tools (such as firewalls and 
IDSs), as well as typical host-based security tools, including 
patch management, access control and auditing/logging. 

These are usually cloud-specific versions of security tools; 
major performance problems commonly occur if regular 
security tools are run in cloud environments because of 
resource overconsumption. For example, anti-virus software 
often consumes all the processing capabilities on a server 
when performing a scan, since the software doesn’t realize 
that other operating systems are sharing the processors.

Because the security tools are encapsulated within the 
guest operating system, they automatically move when 
the guest operating system is migrated from one server to 
another. The encapsulation also means that cloud providers 
have no visibility into the guest operating system through 
the hypervisor, because introspection is not enabled, thus 
protecting the data and applications within the operating 
system from compromise by the provider. 

Having the security tools in the guest operating system 
instead of the hypervisor generally works well for both public 
and private clouds. Typically it provides the opportunity to 
manage the security of workloads in different clouds in a 
consistent manner.

However, as with hypervisor-based security, guest operating 
system-based security measures bring some disadvantages. 
If a compromise occurs within the guest operating system, 
it’s likely that malware or attackers will disable security tools, 
causing all security visibility to be lost. If the security tools 
were in the hypervisor, they would be protected from guest 
operating system compromise. Of course, the loss of visibility 
itself would be a strong indicator of problems.

Another concern is that the logs and other security data 
recorded by these tools must be securely sent to a central 
location for analysis, correlation and reporting purposes. 
Communication channels must be established and maintained 
between each guest operating system and one or more 
security systems within the enterprise. 

http://www.cdw.com/default.aspx
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Communication also should take place between host-based 
tools and central management servers that handle tasks 
such as patch management, anti-virus and other enterprise 
security functions (such as pushing out new signatures to 
anti-virus clients or new patches to patch management clients 
in the cloud). All of these communication channels make 
the guest operating system configuration more complex, 
increasing the risk of vulnerability, as well as enlarging the 
attack surface for the guest operating system.

Differences in Public-Cloud 
Versus Private-Cloud Security
When planning a cloud deployment, choosing a public-
cloud or private-cloud model is one of the most important 
decisions to be made, especially from a security perspective. 
IT administrators should weigh 11 considerations as they 
approach making that decision.

1. How significant are cost savings among the motivations for 
moving to the cloud? Generally speaking, greater cost savings 
can be achieved by moving to a public cloud; lesser savings 
are achieved in a private cloud. IT decision-makers should 
carefully evaluate the relative costs of public and private 
architectures and use cost as a factor in the process, being 
careful to factor in security-related costs and the potential 
cost of data breaches.

2. Who needs access to data and applications? If only internal 
staff members need access to the data and applications, it 
may make more sense to go with a private cloud. If the general 
public is going to be accessing the data and applications, a 
public cloud often makes more sense (in part because it’s likely 
that the data isn’t as sensitive).

3. How much of a security concern are other applications? 
Many organizations avoid public clouds and some even 
avoid private clouds, because of the increased risks of 
having multiple applications on the same physical server. For 
applications with particularly sensitive data or services, the 
traditional architecture of full isolation — (having the resources 
for one application on a dedicated server) may still provide the 
best security model.

4. Is the organization willing to trust a third party with its data? 
This ultimately depends on how sensitive the data is, what 
the threats are against it, and how much risk the organization 
is willing to accept. Many IT shops keep the most sensitive 
data out of public clouds because of the increased risk of 
compromise, and some organizations are prohibited from 
using public clouds because of compliance concerns.

5. How much visibility do you need into data and application 
security? For some types of data, such as data that is available 
to the general public, organizations may want to log usage 
of the data for analytical purposes. But it’s not critical to 
know who is accessing which pieces of data. For particularly 
sensitive data, extensive visibility is needed because of 
regulations that require detailed logging of all access. The more 
visibility an organization needs into security, the more likely it 
is to favor a private cloud over a public cloud.

The System of Security Controls
A holistic strategy for cloud security is the most effective 
approach. Security controls that work together to provide 
a layered defense have a greater impact than a collection 
of individual security technologies. Microsoft TechNet has 
published a set of cloud security design principles that, while 
targeted for private clouds, largely applies to public clouds 
as well. The Microsoft principles are based on fundamental 
security best practices, such as least privilege, defense in 
depth and attack surface reduction. They include:

•  Isolation of sensitive data sets: Organizations should 
make sure that each application grants access only to 
the necessary data, and doesn’t allow an attacker to gain 
access to other sensitive data.

•  Design of security based on the assumption that attackers 
have credentials and privileges: Many attacks occur 
because attackers gain access to passwords through 
malware or social engineering. In addition, many “insider” 
incidents today are caused by disgruntled users, so it’s 
reasonable for IT administrators to assume that attackers 
have the same privileges as authorized users.

•  Distrust of client applications: Server applications should 
not assume that client applications are following best 
practices for security, such as validating data entered by 
users. Thus, server applications should be designed to 
conduct the security checks that client applications should 
be performing.

•  Use of validated cryptography: IT administrators should 
implement any of the freely available cryptographic 
algorithms and modules. These modules have undergone 
extensive review and analysis by the cryptologic 
community, as well as testing and validation that 
demonstrates their adherence to published international 
standards. Organizations can rely on these validated 
implementations of cryptography instead of creating  
their own.



800.800.4239  |  CDW.com 7

6. What types of network-based and host-based security 
controls are required for monitoring application activity? 
Some enterprises rely heavily on certain security controls, 
such as intrusion detection systems. Such security controls 
might be available in a public cloud, but are much more likely 
to be available in a private cloud. If an organization requires 
certain security controls to meet its own policies or external 
regulations, it should investigate whether they are available 
from a public-cloud provider.

7. What specific security tools does the organization want to 
use for cloud security monitoring and maintenance? Many 
prefer to standardize the use of specific security tools, such as 
firewalls or intrusion detection systems. But when considering 
the use of such tools for a cloud deployment, an organization 
should weigh whether the tools are cloud-friendly or have 
cloud-friendly versions (for example, are they designed to 
work with a hypervisor or within a guest operating system?). 
In addition to hardware, this consideration should be applied to 
tools such as anti-virus and patch management software.

8. Does the IT staff have the security expertise necessary to 
secure data and applications in a private cloud? IT shops with 
limited resources may not have the expertise necessary to 
ensure that data and applications migrated to a private cloud 
environment will be secured and will remain secure. Instead, 
they may prefer to use a public cloud and rely more heavily on 
the security expertise of the cloud provider’s staff.

9. How much scalability and flexibility does the organization 
need in its cloud hosting? If processing and bandwidth use 
are stable, then both public and private clouds may be valid 
options. If the organization expects to have major swings 
in processing and bandwidth needs, a public cloud might be 
necessary to address them in a cost-effective manner. 

10. Would a multiple-cloud solution fit best? Enterprises 
frequently use multiple clouds. They may deploy public 
clouds for certain data and applications, and use one or more 
private clouds for sensitive or internally facing data and 
applications. These clouds can be mixed together as a hybrid 
cloud, appearing as a single virtual cloud, or they can remain 
separate. Keeping them separate is advisable in many cases, 
especially where different levels of risk or risk mitigation 
measures are in place.

11. What about physical security? When an organization’s IT 
infrastructure is hosted offsite, it’s important to understand 
how the service provider controls physical access to its data 
center. Enterprises should know how vendors get assurances 
from employees that they will protect their customers’ 
information.

Where to Securely Host a Private Cloud
Perhaps the most important decision that must be made 
when planning a private-cloud solution is where to host the 
cloud. The two options are to locate the private cloud within 
the organization’s facilities or to have it hosted by a third 
party. Generally speaking, hosting it at the organization’s 
own facilities is simpler in terms of security, but reduces the 
potential cost savings.

Enterprises that are subject to security regulations,  
such as the Payment Card Industry Data Security  
Standard (PCI DSS), Health Insurance Portability and 
Accountability Act (HIPAA) and the Sarbanes-Oxley Act 
(SOX),  must be extremely careful that their externally 
hosted private-cloud deployments will pass the necessary 
compliance checks. This isn’t something that can be figured 
out after the fact by applying a few security controls to 
an already implemented cloud architecture. This must be 
planned as part of the cloud solution design and vendor 
selection process.

Organizations headed to a private cloud should consider 
doing a Statement on Standards for Attestation 
Engagements (SSAE) 16 audit to generate a compliance 
report. (SSAE 16 recently replaced Statement on Auditing 
Standards (SAS) No. 70.) Putting sensitive data outside 
an enterprise data center without this report could make 
compliance difficult to achieve. 

In addition, when selecting a cloud provider, IT decision-
makers must make sure that the provider complies with 
the regulations that apply to the organization. It is wise to 
ask for references of customers that are subject to the 
same compliance regulations to confirm that they have not 
experienced compliance problems as a result of hosting 
their applications and data in the cloud.

When it comes to fending off cyberattacks, cloud solutions 
are really no different than traditional networks. Both are 
susceptible to the same assaults. Moreover, in the public  
cloud, safety measures such as application authentication, 
disaster recovery and fault tolerance are managed 
by someone outside the enterprise. And typically, the 
organization’s data sits on an infrastructure that it shares  
with others — potentially including competitors. 

Private clouds can help ease some of those fears. A cloud 
that an organization owns and operates in-house is easier to 
secure and keep separate from the Internet. Plus, a private 
cloud can better help organizations comply with regulations 
such as the Standard PCI DSS or HIPAA.

http://www.cdw.com/default.aspx
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CDW: A Cloud Security Partner 
That Gets IT
Your organization has successfully migrated data and 
applications to the cloud. Now the task of maintaining top-
level security has just begun. In today’s threat-filled cyber 
environment, keeping pace with cloud computing security isn’t 
just a luxury, it’s a necessity. 

This kind of threat prevention includes a series of strategies 
that builds a multilayer security protection plan designed 
to prevent malicious attacks from entering your cloud 
environment and corrupting applications, systems and data.

To help maintain cloud security, CDW offers a dedicated team 
of security experts, including dozens of solution architects 
committed to designing custom cloud architectures, cloud 
strategies, services and solutions. 

We also have advanced technology engineers to assist with 
implementation and long-term management solutions.  

And our cloud portfolio includes more than 200 outstanding 
products spanning 36 categories. 

CDW can help with the entire cloud-computing lifecycle, from 
selecting which cloud models are best for an organization to 
simplifying the challenging process of moving applications and 
data from the existing infrastructure to the cloud.

Our approach includes:

•  An initial discovery session to understand your goals, 
requirements and budget

•  An assessment review of your existing environment and 
definition of project requirements

•  Detailed manufacturer evaluations, recommendations, 
future-environment design and proof of concept

•  Procurement, configuration and deployment of the final solution

•  Telephone support and product lifecycle support

CDW account managers and solution architects are ready to 
assist with every phase of choosing and leveraging the right 
solutions for your cloud security needs.

Citrix XenApp is a Windows 
application delivery system 
that manages applications in 
the data center and delivers 
them as an on-demand 
service to users anywhere. 
XenApp reduces the cost of 
application management, 
increases IT responsiveness 
when delivering an application 
to distributed users and 
improves application and  
data security.

McAfee Cloud Security helps 
organizations safely and 
confidently leverage secure 
cloud computing services 
and solutions. Rather than 
adopting the unique — and 
sometimes unknown — 
security practices and 
policies of each cloud vendor, 
McAfee Cloud Security allows 
businesses to extend and 
apply their own access and 
security policies into the 
cloud by securing all the data 
traffic moving between the 
enterprise and the cloud, as 
well as data being stored in 
the cloud.

Trend Micro Deep Security 
provides a server security 
platform that simplifies 
security operations while 
accelerating the ROI of 
virtualization and cloud 
projects. Tightly integrated 
modules expand the platform 
to ensure server, application 
and data security across 
physical, virtual and cloud 
servers, and virtual desktops. 

Websense Cloud Web 
Security Gateway analyzes 
web content and detects 
threats with inline, real-time 
composite defenses. Global 
data centers are ISO 27001 
certified and provide high 
availability, easy provisioning 
and lower costs for users 
in any location. An optional 
cloud-assist appliance can 
be deployed to improve local 
control over traffic flow to the 
cloud, ideal for deployment 
in countries with national 
firewalls.

CDW.com/websenseCDW.com/mcafeeCDW.com/trendmicroCDW.com/citrix

To learn more about CDW’s cloud computing security solutions, contact your CDW account 
manager, call 800.800.4239 or visit CDW.com/cloud
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